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SYSTEM REQUIREMENTS 
❖ 2 ubuntu virtual machines 

❖ Devasc Virtual machine 

❖ CSr100v virtual machine 

INSTALLATION INSTRUCTIONS 
On ubuntu control node 

sudo apt-get update 

sudo apt-get upgrade 

sudo apt-get install software-properties-common 

sudo apt-add repository ppa:ansible/ansible 



sudo apt-get update 

sudo apt-get install ansible 

sudo apt-get install python 

sudo apt-get install python3 

sudo apt-get install openssh-server 

sudo apt-get install sshpass 

sudo apt-get update 

sudo apt-get upgrade 

 

ssh-keygen -t rsa 

ssh-add 

ssh-copy-id user@xxx.xxx.x.x 

configure hostfile 

 

SYSTEM USAGE, WITH SCREENSHOTS WHERE NEEDED. 

BACKUP ROUTER 
--- 

- name: AUTOMATIC BACKUP OF RUNNING-CONFIG 

  hosts: CSR1kv 

  gather_facts: false 

  connection: local 

  

  tasks: 

   - name: DISPLAYING THE RUNNING-CONFIG 

     ios_command: 

       commands: 

         - show running-config   

     register: config 

  

   - name: SAVE OUTPUT TO ./backups/ 

     copy: 

       content: "{{ config.stdout[0] }}" 

       dest: "backups/show_run_{{ inventory_hostname }}.txt" 

mailto:user@xxx.xxx.x.x


 

 

CONFIG ROUTER 
--- 

- name: CONFIGURE IPv6 ADDRESSING 

  hosts: CSR1kv 

  gather_facts: false 

  connection: local 

 

  tasks: 

   - name: SET IPv6 ADDRESS  

     ios_config: 

       parents: "interface GigabitEthernet1" 

       lines: 

         - description IPv6 ADDRESS  

         - ipv6 address 2001:db8:acad:1::1/64 

         - ipv6 address fe80::1:1 link-local 

 

   - name: SHOW IPv6 INTERFACE BRIEF  

     ios_command: 

       commands: 



         - show ipv6 interface brief 

     register: output 

 

   - name: SAVE OUTPUT ./ios_configurations/ 

     copy:  

       content: "{{ output.stdout[0] }}" 

       dest: "ios_configurations/IPv6_output_{{ inventory_hostname }}.txt" 

BUILDING THE WEBSERVER 

--- 

- hosts: webservers 

  become: yes 

  become_user: root 

  gather_facts: false 

  tasks: 

             

   - name: INSTALL PYTHON 

     apt: name=python3 state=present 

        

   - name: INSTALL pip 

     apt: name=python3-pip state=present 

 

   - name: INSTALL APACHE2 

     package: name=apache2 state=present 

  

   - name: INSTALL APACHE2-PHP5 

     package: name=libapache2-mod-php state=present 

     

   - name: COPY WEB PAGES 

     copy: src=webpages/ dest=/var/www/html 

       

   - name: INSTALL PHP-MYSQL 

     package: name=php-mysql state=present 

      

   - name: INSTALL MYSQL SERVER 



     package: name=mysql-server state=present 

      

   - name: INSTALL SOFTWARE 

     package: name=software-properties-common state=present 

       

   - name: INSTALL Python MYSQLB 

     pip: name=PyMySQL 

          

   - name: INSTALL MYSQLCLIENT 

     apt: name=libmysqlclient-dev state=present 

 

   - name: START MYSQL  

     shell: "service mysql start"        

        

   - name: ENABLE MYSQL ON STARTUP 

     service: name=mysql state=started enabled=true   

      

   - name: CREATE DB 

     mysql_db: 

       login_host: 192.168.1.10 

       login_user: root 

       login_password: user123 

       login_unix_socket: /var/run/mysqld/mysqld.sock 

       name: fyp1 

       state: present 

         

   - name: CREATE DB USER 

     mysql_user:  

       login_host: 192.168.1.10 

       login_user: root 

       login_password: user123 

       login_unix_socket: /var/run/mysqld/mysqld.sock 

       user: root 

       password: user123 

       priv: "*.*:ALL,GRANT" 



       state: present 

        

   - name: CREATE TABLE 

     copy: src=db.sql dest=db.sql 

      

   - name:  FILL TABLE 

     mysql_db:  

       login_host: 192.168.1.10 

       login_user: root 

       login_password: user123 

       login_unix_socket: /var/run/mysqld/mysqld.sock 

       name: fyp1  

       state: import  

       target: db.sql 

 



 



 

 



BACKUP WEBSERVER 
--- 

- hosts: webservers 

  become: yes 

  become_user: root 

  gather_facts: false 

  tasks: 

         

   - name: CREATE BACKUPS 

     mysql_db: 

       name: fyp1 

       state: dump 

       target: fyp1.sql 

       login_host: 192.168.1.10 

       login_unix_socket: /var/run/mysqld/mysqld.sock 

       login_user: root 

       login_password: user123 

            

   - name: CREATE BACKUPS 

     mysql_db: 

       name: C00224531 

       state: dump 

       target: C00224531.sql 

       login_host: 192.168.1.10 

       login_unix_socket: /var/run/mysqld/mysqld.sock 

       login_user: root 

       login_password: user123 

        

REBUILD WEBSERVER 
--- 

- hosts: webservers 

  become: yes 

  become_user: root 

  gather_facts: false 

  tasks: 



   - name: IMPORT DB 

     mysql_db: 

       name: fyp1 

       state: import 

       target: fyp1.sql 

       login_host: 192.168.1.10 

       login_unix_socket: /var/run/mysqld/mysqld.sock 

       login_user: root 

       login_password: user123   

   - name: IMPORT DB 

     mysql_db: 

       name: C00224531 

       state: import 

       target: C00224531.sql 

       login_host: 192.168.1.10 

       login_unix_socket: /var/run/mysqld/mysqld.sock 

       login_user: root 

       login_password: user123 
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