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System Requirements
Operating System:

e Windows 10

Programming Language

e Python 3.9.0

Python Modules required

Cryptography TKinter
oS Shutil
Logging Platform
Subprocess Register
HashLib Json
Fernet

Installation Instructions

Make sure all the requirements above are met, and that all the Python Modules that are
required are also installed.

Th next step will be to download the application files into the desired destination. Once
the main application files are downloaded you can simply go to that location and run the
application.



System Usage

Register

When the application is first loaded you will be brought to a registration page. Once here

you will register, and it will create an account for the application on your local device.

You will require a registered account to be able to access the functions of the application.
(See Appendix A, Appendix B, Appendix C)

Login

Once you have registered or if you already have a registered account, you can click the
login button and will be brought to the login page. The next step is to use your login
details to gain access to the application. (See Appendix D, Appendix E)

Open a File
The open file button will allow you to open any file on the device. This button will open
the local file explorer. (See Appendix F, Appendix G)

Copy a directory

The copy directory button allows you to go into file explorer and choose which directory
you wish to work on and copies it to another location for testing. (See Appendix G,
Appendix H)

Hash Feature
This feature allows you to get a hash of a file, this can be used to test if a file has been
edited as the hashes will not be the same. (See Appendix I)

Logging

The logging feature will record the time an individual logs in, and it will also record which
features they use. This is to record the time of events. These logs will be stored in a
folder on your device for access later by an admin. (See Appendix J)

Hashing
The Hashing Feature will encrypt a file and create a key which can be used to then
decrypt the file. (See Appendix K, Appendix L)
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Appendix
Appendix A

§ Registe.. — O X

Enter Username:

Enter Password:

Enter Worker |d:
Enter Ernail |d:

Register
Login Instead

Appendix B

name rname_username. ()

password .password_username. ()

worker .worker_username. ()
.email username. ()

pas : password,
id": worker, "email id": email})

register. {({"name™: name,

0

window (worker)
window. ()
window. ()

Appendix C

1y /Tkinter File Tra
myfile
admin_path . (mydir, myfile)

def IE
Jith (admin_path) as f:
data = json. (f)
data. (info)

ith {admin_path,
json. (data, f,

/Tkinter File T

(admin_path) as f:
data = json. (f)

if info
retur




Appendix D

ir, myfile)

.username_username. )
.password_username. ()
.worker_username. )

name
password
worker
result register.
id

if result:
.root. ()

window (worker)

window. ()

window.
1f.en dmin_path)

tai

Enter Usernames;
Enter Password:

Enter Worker Id:
Legin

Appendix F

.root.
filepath
.root.

if platform. ()
subprocess. {("op
elif platform. ()
05 . (filepath)

subprocess. ((

(1

logging.

name,
: worker})

password”: password,

u provided were wrong™)

# For




Appendix G

§ — O *

File Selection

Copy Folders from Phone

Appendix H

cry.

" shutil. (src, os.path. {dest, os.path. (src)[-11))

else:
logging. (
' { .user} has copied {src} to {os.path. (dest, os.path. (src)[-11)}7)

Appendix |

file = file 2
BLOCK_SIZE = 6

file hash = hashlib. ()

with (file, 'rb') as :
fb = f. (BLOC s
ihile Len(fb)

file hash. {fb)
fb = f. (BLOCK_SIZE)

{file hash.




Appendix J

.us

.root
.root.

r/Tkinter File Tr

logging. f e / ew User/ C i F Ath Year/Tkinter File er / .user}.log level=logging.INFO,

logging.

opens the js
(admin_path, "'rb

("admin. j s
(decrypted)




Appendix L

#this gener
key

file

file.

file.

#this just c the '"key.key' and assings key stored there as
file

key

file.

with (admin_path, 'rb') as
data = f. ()

#this encrypts the data rea
fernet (key)
encrypted=fernet.

#this writes the
with ("admin. j s
f. {encrypted)




