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Introduction 

The Snow Crash project consists of a collection of attacks utilising QR code technology. This 

document contains source code and describes the technical implementation of the project. The 

attacks listed here were conducted on my own devices and with ethical considerations taken.  

 

Source Code 

Full source code is hosted at https://github.com/plethora-melon/snow-crash  

 

A quick video demonstration of all the main features can be found at 

https://www.youtube.com/watch?v=9UR8Zish2XY  

 

Some snippets are provided below. Not every function is listed but at least one section of the 5 main 

program options is displayed below. Some comments have been left in for clarity, others minimized 

to make screenshots a little clearer. Full source code is also supplied with final project submission. 

 

Creating multiple QR codes using a wordlist 

 

 
 

https://github.com/plethora-melon/snow-crash
https://www.youtube.com/watch?v=9UR8Zish2XY
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Creating a QR code to log into a Wi-Fi Network 

 

 
 



Snow Crash – Technical Manual | Brendan D. Burke 

 

Page 4 of 16 

 

Menu 2 displaying submenu set for string input 

 
 

Creating a QR code using binary input 
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Testing QR codes using zbarimg 
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Present a slideshow of images using feh 

 

 
 

 

 

Section 2, Attack 1 

A basic phishing attack using a QR code was performed for the first attack in section 2. This phishing 

attack was conducted only as a demonstration and no personal information was collected. If a 

phishing campaign were to be conducted it would need to adhere to strict ethical guidelines.  

 

A video detailing the attack can be found at https://www.youtube.com/watch?v=7R0Za_4wmqE 

 

Below is the mock-up poster that was used for the phishing attack. ENISA are the EU Agency for 

Cybersecurity and provide lots of educational material regarding cybersecurity. It made sense, from 

an attacker’s perspective to impersonate ENISA and ask questions with regards to user’s passwords, 

their complexity and general security posture. This, coupled with an email address the user entered 

to win a fake competition, would be a significant amount of information for a bad actor to try 

compromise a user’s social media, email, etc. With this information in hand, it would be trivial for a 

bad actor to work out if this email address was part of a public data breach and then use the 

associated information for a credential stuffing attack.  

 

https://www.youtube.com/watch?v=7R0Za_4wmqE
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The phishing site was hosted using a Google Forms survey. Alternatively, this could be hosted on a 

site controlled by the attacker. Of the QR code scanners tested none blocked the page from loading. 

Google Safe Browsing API that is utilised by a number of QR code scanners can only block sites that it 

knows about (Mavroeidis & Nicho, 2017). If a site is new, or if it redirects users to another site 

automatically, it can be hard to block. The highest level of security that the QR scanners provided 

was displaying the URL and asking if I was sure I wanted to proceed.  

 

Phishing has improved over the years and become a lot more targeted. Modern phishing emails 

display well formatted text, spoofed headers, official looking logos, etc. While a phishing attack such 

as this may not be incredibly sophisticated from a technical point of view, they can still be 

dangerous. Since QR codes are not human-readable we are relying on the QR scanner and often the 

end user to make the right judgement call about the URL in question. 

 

The final question of if this is more or less effective than traditional phishing with a URL sent via 

email is outside the scope of this project. Research conducted by (Krombholz, et al., 2014) showed 

that users are happy to scan QR codes with no accompanying information which seems to indicate a 

lack of security awareness.  
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Section 2, Attack 2 

Attack 2 involved setting up an access point (AP) that could be logged into using a QR code. The AP 

was set up using an external wireless adapter (AWUS036ACH) on Kali Linux. Wifipumpkin3 was used 

to deploy the AP with the correct settings and to present a captive portal to collect user logins when 

they connected to the AP. In this attack I created an SSID called “College Student Wifi” using a 

password of “password123”. Alternative networks can be setup too, provided the QR code with the 

network details and the fake AP have the same name, password, etc.  

 

A video of the attack can be found at https://www.youtube.com/watch?v=z6wbvPxHGCY 

 

 
Kali Linux running on an old Toshiba laptop. External Wireless adapter is shown. USB keyboard is 

used as some keys on laptop are dead. Ethernet cable used to give internet connectivity to users 

logged onto the network.  

 

https://www.youtube.com/watch?v=z6wbvPxHGCY
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Close up of wireless adapter and box.  

 

 
If deploying a similar setup in a public place such as an airport, university, etc. it would be plausible 

to use a Raspberry Pi, external powerbank and wireless adaptor. The Alfa adapter I used is great but 

not inconspicous. Smaller wireless adapters that support Master mode are available and would be 

better in such a setup.  
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The default captive portal on wifipumpkin. There are other captive portals available for download 

ranging from Facebook, to Microsoft, to McDonalds Customer WiFi. It is also reasonable easy to 

create your own.  

 

To do a basic setup on wifipumpkin the following commands were used.  
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It is sometimes necessary to flush IP tables and restart systemd’s networking services before running 

wifipumpkin. The external wireless adapter must be in Master mode. Once those two bits of 

preparation are finished setting up an access point takes only a few commands. Once the 

parameters have been configured the AP can be brought up with start and shutdown with the “stop” 

command.  

 

Other than setting up a captive portal it is possible to use wifipumpkin to simply sniff the traffic as it 

passes through or to integrate it with BeEF (The Browser Exploitation Framework) so that every page 

requested by the victim will have a JavaScript hook injected into it. Wifipumpkin is very akin to 

metasploit which it takes a lot of cues from. It is modular and can be expanded upon and utilised in 

countless wayr. This attack is ideally suited to somewhere with a lot of footfall and WiFi access 

points that see a very quick turnover in users. Of the QR code scanners tested all logged into the 

WiFi network without issue.  
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Section 2, Attack 3 

Attack 3 focused on using MMI (Man-Machine-Interface) codes encoded into QR codes. These MMI 

codes can be scanned and then executed on the target mobile device. The most common is *#06# 

which, when dialled, will display the IMEI (International Mobile Equipment Identifier) number of the 

device. A number of these codes that are manufacturer-specific and some are dependent on the 

mobile service provider.  

 

This attack was based upon the work of a security researcher (Ravi Borgaonkar) who demonstrated 

an attack against Samsung devices using MMI (Man-Machine-Interface) codes. The attack involved 

encoding the string “tel: 2767*3855#” into a QR code. Once scanned this MMI code would be dialled 

and all the data on the phone would be erased (Krombholz, et al., 2014) (Engel, 2012). This was back 

in 2012 against an early model of Samsung Galaxy.  

 

When I attempted to execute the same attack, I failed to get any MMI code to execute apart from on 

one device: an ancient HTC Desire S running Android 2.3.5 This device was also rooted, and the 

elevated privileges may have led to the execution, so I do not count this as fair game. I did have a 

friend attempt a similar experiment on another device (Xiaomi), but it seems that from at least 

Android 7.0 onwards it is impossible to automatically dial MMI codes. A number of MMI codes are 

specified by the manufacturer and this project did not have any budget to purchase several different 

Android devices for testing. On the two modern, unrooted devices no execution took place.  

 

A video of the attempted attack demonstration can be found at 

https://www.youtube.com/watch?v=Qlw1W9wNOOI 

 

The code attempted is displayed below. It contains the sting “tel:*#*#3424#*#*” which is used to 

bring up a debug menu on a number of HTC mobile devices. 

 
 

 

Section 3, QR code Malware 

The final part of the project was an attempt at creating QR code malware. This would be scanned 

and executed on the device by the scanning software (zbarcam). Initially this was going to be on 

Android as it is the world’s most popular mobile OS, and it is how most QR codes are scanned 

(outside of industrial tracking systems). However, due to time and skill constraints I chose to instead 

target Windows. I knew from my research that getting an executable from a QR code to run on a 

Windows machine was possible and so it became more a question of how than a question of if.  

https://www.youtube.com/watch?v=Qlw1W9wNOOI


Snow Crash – Technical Manual | Brendan D. Burke 

 

Page 14 of 16 

 

 

The malware I wrote was relatively simple but getting it small enough to fit into a QR code was not. 

Anyone who has written a hello world in C will be surprised to find the .exe produced can get as 

large as 100kb. This is due to how the compiler and linker are setup by default. Unfortunately, our 

maximum overhead for a QR code containing binary data is 2,953 bytes so there is a lot of 

optimization to be had. I initially started with GCC and managed to get the executable down to 

~15kb. This was not small enough, so I swapped over to Visual Studio’s build tools to get a smaller 

executable. Using Microsoft’s C compiler got it down to 3kb and with some linker optimizations it 

finally got small enough to fit into a QR code. I used Microsoft’s linker but could have swapped to 

Crinkler if it needed to be smaller again.  

 

The command to assemble was: 

cl /c /O1 /GS- encrypt.c  

• CL is the compiler. 

• /c means compile without linking. 

• /O1 is for creating small code. 

• /GS- means suppress buffer overflow detection.  

 

Linking was done as follows: 

link /align:16 /subsystem:windows /entry:main /nodefaultlib encrypt.obj 

 

• link is calling the linker. 

• /align:16 is setting the section alignment to 16 bytes which is the lowest it’ll go (will cause a 

warning, safe to ignore). 

• /subsystem:windows because we’re writing a windows executable. 

• /entry:main is to start execution from main. 

• /nodefaultlib remove default libraries and only add what we specify. 

 

 

The malware I wrote was a rudimentary example of ransomware. It takes characters from a textfile 

and shifts them forward by 100 places e.g. ASCII A is 65 in decimal, add 100 to it and write it back 

out (A = ¥, B = ¦, C = §, etc.). Below is the C code for the encryption (left) and decryption (right) 

modules. While this malware is relatively tame and doesn’t really encrypt the file It would be 

entirely possible to create something more aggressive and encode it in a QR code.   
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Once these were compiled and linked the executables were encoded into 2 QR codes using snow 

crash. These were scanned using ZBar on a Windows 10 machine. ZBar was set up to read binary 

data and execute the corresponding code.  

 

Typically, the vast majority of QR code scanners are set up to decode textual data. While the QR 

standard does allow for binary data it is not frequently used. As a consequence, the vast majority of 

QR code scanners will default to text unless instructed otherwise. This deliberate tweaking of ZBar’s 

settings is meant to emulate the presence of a vulnerability in the scanner. There were some other 

tests of dangerous input on Windows such as a fork bomb and a classic batch file folder bomb. These 

worked well and the videos will be uploaded to the snow crash playlist I started compiling on my 

YouTube channel.  

 

A video of the attack can be found at https://www.youtube.com/watch?v=A_SRyd52PAc 
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