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Abstract

The aim of this document is to highlight the functionality this virtual environment will perform.
It will display functiongindservices thatill be madeavailable forthe partiesinvolvedin
managing and operating it such as actors. The informairowided would also focus on how
interaction wouldexist betweerusers and the application as well as expected result. Finally, |
will use this to mention the required deliverables.



Contents

AADSTIACT . ...ttt E et e et e e e 2
1o To [UTot i o] o DN TP P PP PP PPRRPOPPPRPPOY 4
OVBIVIBWL.... ettt ettt et e et e o4kt ee okt e 44k e e e e ek b et e e e b bt e e e asbe e e e e anne e e e annr e e e e 4
Functionality SPeCIfiCAtiON SCOPE..........uuiiiiieiiiiiirie e e e e e e e e s aannes 4
TECNNOIOGIES ...t e e e e e e e e e e e e e e e b et e e e e e annbnneeeeeeeaannes 4
FaY o] o] Tox= 1 1 o] o T 1= TSP 5
FXe 4010 (= Lo £ PP PP PR PPPRRN 5

S UL [=T o] S ST P PP POPPPRRPPPPPPPPPRS 5
IV 0 =T PP 5
USE CaSE AN SCENALIQ........uueiiiiee ittt e ettt e e e e s e e e e e e e e e e e e e s s b b e e e e e e e s e snnbbreeeeeeeennnneees 6
LOQIN PrIMAIY ACLOL ... ..o oottt e e e e e e e e e e e et et e eeeaaaaeaaaaaeaaaasesaaaaassasaaasnnnnnssnnennrnnrnns 6

[ C=Tolo] 010 1110 IS TP PP UP PP POPPPPPRIPIN 6
= T IS ot =] g T L (o TP OO PP PPPPPPPRTPP 6
RESUIL ...ttt e et e e e e e e et e e e e e bR e et e e e e e e e e e e e e e e n e e e e e e e nnnnees 8
LOQIN PrIMAIY ACLOL ... ..o oottt e e e e e e e e e e e et et e eeeaaaaeaaaaaeaaaasesaaaaassasaaasnnnnnssnnennrnnrnns 9

[ C=Tolo] 0o 1110 ISP PP P UPPPPPPPPPPPPIPIN 9

Y =T g RS Tol=T g b Lo NP PP PUP PP POPPPPPPPPIN 9

L ST R 14
LOGIN PrIMAIY ACLOL. ... eeeeeiie ettt e ettt e ettt e e e e s st e e e e e e b et e e e e e e bbe e e e e e e e annnnnneeeees 15

[ C=Tolo] g Lo 11110 ISP PPPPPPPPI 15
=T g RS Tol=T g Lo NP PR PPPPPPPPI 15
RESUIL ...ttt ettt e e e ettt e e e e e et e e e e e e e e e e et e e e e e e nn e e e e e e aanne 20

SOUICE COOBS. .. ettt ettt et ettt et et ettt e e e e e e e e e e et e et e e e e e e e e e e e et e e e ea e ea e eeneeeneaeneenaeenees 21



Introduction

Overview

Thedocumentis going to focus on the development of a virtual environment. It is my hope to
see that modules across Year 3 and 4 cybercrime and IT Setpégtmentwill be
incorporatedinto virtual machinedo facilitate learning for students. The environment will
contain efficient virtualization software and automation such as Docker and ansible.
Furthermore, the project would include the use of a popular cloud platform to ensure
convenient access, user experience, and security

Functionality Specification Scope

In this project, Iwill presentthe implementationof a virtualized systerthat will contain several
technologies to help store applications requirted 3 or 4" year cybercrime and IT Security
modules It assis$ students with access to several tools necessary for practical operdabons
help them achieve relevant IT skilior example, some models such as forensics, Reverse
engineeringnetworking,and Software Architecture utilize software to accomplish several
tasks. Through thigroject, softwarecan be stationed in a containerized environment or server
that students can access and exploFée use of atomation softwarewill create serversvith
containerized virtual machineand APIto configuie and deploy # tools. The system will
showcase the efficiency aftype ofvirtualizationthat utilize resources of the Operating System
rather than hardware.

Technologies

9 Ansible automation software
Apache, httpdssh
Docker container modules
Linuxoperating system
Linode
LAN
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Application Users

Administrators

The importance of administrat@is crucial because they ensure privileges are deployed to
users and security is maintained. Students operating VMs can unknowlisghpt the network
that virtual machines sit on, thereby disturbing thperformance. Administrators would help
prevent this kecause of their constant monitoring and supervisiAtpo, they put policies
placeto helpprotectthe system This way, no resource is wasted.

Students

Students would have regular interact®with virtual machinesince they are limited with the
privileges theyhave;this means they would not be able to perform modifications on VMs. Only
administratorgtutors can enable thisln scenarios where the application they are wiagwith
requires ad-on, plugins or extensions, then administrator would grant them permission to
include such toolsStudents would not be able to view other VMs apart from their created VM

Tutors

Tutorshave higher permission over students. Suehnpissions allovthem to assesgractical
work being donen student</M, from a primary hosmachine This way tutor€anassist
students with difficultiesTutors would have permission to include-ad, extensions or plums
required for tutorials view, delete, assesand modify VMs



Use Casand Scenario

Login Primary Actor
Administrator:

Preconditions:
Administratorhas createdserver with docker containerinode,and required services e.g
webserver, https, mysql, php, and webapplications

Main Scenario
1. Administratorremote login

:~% ssh moz@139.162.198.21
moz@139.162.198.212"'s password:
Welcome to Ubuntu 20.04.4 LTS (GNU/Linux 5.4.0-107-generic x86_64)

Documentation: https://help.ubuntu.com
Management: https://landscape.canonical.com
Support: https://ubuntu.com/fadvantage

System information as of Mon 18 Apr 2022 ©1:46:38 PM UTC

System load: 0.15

Usage of /: 35.7% of 48.66GB

Memory usage: 2

Swap usage: e

Processes: 193

Users leogged in: (6]

IPv4 address for er®: 172.17.0.1

IPv4 address for e 139.162.198.212

IPv6 address for 2a01:7e00::f03c:93ff:fe26:394F

35 updates can be applied immediately.
To see these additional updates run: apt list --upgradable

Last login: Mon Apr 18 12:19:40 2822 from 51.171.30.129

$
CONTAINER ID IMAGE COMMAND CREATED STATUS 4 NAMES
6e2a87dbcfd4  dorowu/ubuntu-desktop-lxde- /startup.sh” 22 hours age Up 22 hours (healthy) 6.6. 1695->80/tcp, -> intelligent_brahmagupta
dc94234db74a  dorowu/ubuntu-desktop-lxde ‘/startup.sh” 46 hours ago Up 46 hours (healthy) ©.6. 553- 2 53->8 suspicious_spence
e3228a6ccbob doiowu/ubun(urdesktoprlxde "/startup.sh” 46 hours ago Up 46 hours (healthy) ©6.0.0. ->8 ; 65->80/tcp  fervent_mendeleev

:~$

i~3 SUCD UOCKEr ps -4
CONTAINER ID IMAGE COMMAND CREATED STATUS P S

87dbcfd4 dorowu/ubuntu-desktop-1lxde-vnc /startup.sh" 21 hours ago Up 21 hours (healthy) 0.0.0.0:11695->80/tcp, 1695->80/tcp intelligent_brah

4db74a  dorowu/ubuntu-desktop-1lxde-vnc /startup. 45 hours ago Up 45 hours (healthy) 0.0.0.0:11553- : o/tcp  suspicilous_spencd

8a6ccbob dorowu/ubuntu-desktop-1xde-vnc /startup. 46 hours ago Up 46 hours (healthy) 0.6.0.0:11465- 5 ->80/tcp fervent_mendelee
bd368d7513b3  dorowu/ubuntu-desktop-1lxde-vnc /startup 2 days ago Exited (0) 46 hours ago cranky_curran
Bac16e6bbdes dorowu/ubuntu-desktop-lxde-vnc /startup.sh” 2 days ago Exited ) hours a determined_ride
1d9c41ba2c65 lukaszlach/kali-desktop:xfce "/init" 11 days ago Exited 6 laughing_satoshi
cd2f8c8b73e2 dorowu/ubuntu-desktop-1xde-vnc "/startup ¥ 12 days ago Exited ) nostalgic_pasteu
b763718d8baé lukaszlach/kali-desktop:xfce init 5 weeks ago Exited 4 affectionate sut

4. Source codes

ORT

NAMES

R
.0.
.0.
.0.

: S 1s
README . md create.php dashboard.php index.php 1logout. . register.php .php users.php

s




5. Databasdogin

phpMyAdmin

Welcome to phpMyAdmin

Language

English

Log in @ i

Username:

Password:

6. User credential table

[ showall | Number of rows: |25 v Filter rows: | Sea t Sort by key: | None
+ Options
—T— v id username email password
? Edit 3¢ Cop: Delete 10 superadmin superadmin@site.com fale15dbec69fc40f81f0876e7009648
I'd y
[0 .7 Edit 3¢ Copy @ Delete 11 saglain saqlain.sialo5@gmail.com 81dc9bdb52d04dc20036dbd8313ed0S5
0O & Edit #: Copy @ Delete 12 mo moazam3005@gmail.com bece27a540b3ed869571e6b4c73d1906
[0 7 Edit ¢ Copy @ Delete 15 dan dan@gmail.com b421c83df77b00d587b62fe2591e5526
O & Edit #i Copy @ Delete 16 Test test@test.com c4cad4238a0b923820dcc509a6f75849b
[0 7 Edit 3¢ Copy @ Delete 17 ikram ikram.arif05@gmail.com 202cb962ac59075b964b07152d234b70
[0 & Edit §c Copy @ Delete 18 kay mytest@test.com b421c83df77b00d587b62fe2591e5526 1
0 o7 Edit 3¢ Copy @ Delete 19 joe studentl@test.com b421c83df77b00d587b62fe2591e5526 R
t_ O checkall  withselected: JEdit $iCopy @ Delete &5 Export
+ Options
T ¥ id userid module task 1 task 2 task_3 task 4 task 5 date_created
Create a file called
O . Edit 3 Copy @ Delete 1 10 i o nano 2022-04-04
: i Gl studen...
SAD Secured Create a folder withthe : Delete sad1 and sad2:
- Ryl : . Create another directory  Move the file fomsad2  Delete xss.txt: Command %
O .7 Edit 3 Copy @ Delete 2 16 ::vp:.cabon . i sad1: Command mdir "0 ¢ Yok i i then, diichacy b6 £ racioe At ::::;Tandﬂmmidn sadl  2022-04-04
Create a file called Delete all files created:
0 7 Edit i Copy @ Delete 3 16 FORENSICS g:;"i::;;z‘::'z\:;fﬁ:b ::::::u Command nano Z‘I’(‘:“:’f:]:"d"'e:ﬁ:‘i:’_ o :(our;\::‘alnd sudo rm I':k""l";;:"“' sudormdit  5022.04-04
SAD Secured Create a folder with the Delete sadl and sad2:
> s H i Create another di Move the file from sad2 Delete xss.txt: Command o7
[0 7 Edit §éCopy @ Delete 4 18 :ppl-nno-;“ name sad1: Command mkdir 10 200 e & ihsadidhartors st i :::dr:mandmmwsadl 2022-04-05
O Sedt R e B i e Create a directory called C[“’:‘“:)"': “"“"a Do a list command to see ‘c”'e" “"df"’; pbaroce remove folder: sudo rmdir 5000 04 o
# Edk: 35 Copy. @ Delate labl: Command mkdir lab ... oy ey COMMANANAN oy the fle details r-w- adivieg labl 10% o
studen. student.
SAD Secured Create a folder with the . Delete sad1 and sad2:
o . S : _ Create another directory ~ Move the file fromsad2  Delete xss.txt: Command :
[0 7 Edit 3 Copy @ Delete 6 18 :ppllcauon ) name sad1: Command midir Ly inth... directory to sadi director... e e on ::dn;mands\mnndn sadl  2022-04-08
Create a file called Delete all files created:
; i Create a directory called Do a list command to see remove folder: sudo rmdir
[m} P4 Edit }: Copy @ Delete 7 19 FORENSICS {abil: Command midir tab studentl: Command nano all the file detalls r-w- Command sudo rm Jabl 10% 2022-04-17
studen. student.
4 __ [ Checkall With selected: JEdit ¥ Copy @ Delete & Export




Result
Successful

Administrator isable to

1 Login remotely

Deploy docker in server

View docker and docker images

View running containers

View Source codes

View or modify all tables in the database
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Login Primary Actor

Tutor:

Preconditions:

Tutor has been provided an account and credentials to access the server

Main Scenario

1. Tutor will launch web application
2. Login page will load for tutor

w

4.

Fmoil

Login

Password

Don't have an account? Register Here.

Enters login credential. Username and password
Login details are then validated by datese

If validationis successful, then tutor will be granted access.

Access application¥iew Containers created
Container

Maker

Show

10

entries

Sr#

1

2

Type

Kali Linux container

Ubuntu Container

Kali Linux container

Fedora Container

Ubuntu Container

URL

http://139.162.198.212:11152
http://139.162.198.212:11073
http://139.162.198.212:10987

http://139.162.198.212:1053/vnc.htm|
Password:hieghaiBAt

http://139.162.198.212:10428

Date

06-04-2022
05-04-2022
10-03-2022

26-02-2022

26-02-2022

Logout

Search:

Action

BEBAA




7. View Users and their containers

Container
Maker
Show Search:
10 s
entries
Sr# Username Email Action
1 saglain saglain.sial05@gmail.com Delete

2 mo moazam3005@gmail.com Delete

3 dan dan@gmail.com Delete

4 Test test@test.com Delete

5 ikram ikram.arif05@gmail.com Delete

8. Create VM

Container
Logout
Maker
Show Search:
10 N
entries
Sr# Type URL Date Action
1 Ubuntu Container http://139.162.198.212:11387 16-04-2022 Delete

2 Kali Linux container http://139.162.198.212:11152 06-04-2022 Delete

3 Ubuntu Container http://139.162.198.212:11230 16-04-2022 Delete

4 Ubuntu Container http://139.162.198.212:11073 05-04-2022 Delete

5 Kali Linux container http://139.162.198.212:10987 10-03-2022 Delete



9. Access students VM or Created VM

i Accessories

@ Intemet

# System Tools ] @ File Manager PCManFM

W | XTerminal

Preferences

Run

Logout




10.Terminal
-

File Edit Tabs Help

11.Check for completed tasks

@ Welcome to Firefox X m Firefox Privacy Notice X  +

¢ @ ‘ ! ‘ n o e =

9 2

Make Firefox your default

Speed, safety, and privacy every time you browse.

Make Default



12.ViewTasks/Quiz

Container Maker

Start Quiz

Show Search:
10 s
entries
Sr
# Name Module Task 1 Task 2 Task 3 Task 4 Task 5 Date
1 superadmin  FORENSICS Create a Create a file called 2022-
directory called  student1: Command 04-04
lab1: Command  nano student?.txt
mkdir lab 10% 10%
2 Test SAD Secured Create a folder Create another Move the file Delete xss.txt: Delete sad1 2022-
Application with the name directory called from sad2 Command and sad2: 04-04
development sad1: sad2 10% and in directory to sudo rm xss.txt ~ Command
Command that directory create  sad1 directory. 10% sudo rmdir
mkdir sad1 10%  a file called xss.txt 10% sad1 sad2 10%
10%
3 Test FORENSICS Create a Create a file called Do a list Delete all files remove folder: 2022~
directory called  studentl: Command = command to created: sudo rmdir 04-04
lab1: Command  nano studentT.txt see all the file Command lab1 10%
mkdir lab 10% 10% details r-w-x sudo rm
Command Is -| student.txt 10%
13.Delete VMs
1 Ubuntu Container http://139.162.198.212:11553 16-04-2022
2 Kali Linux container http://139.162.198.212:10987 10-03-2022
3 Fedora Container http://139.162.198.212:1053/vnc.htm 26-02-2022

Password:hieghai8At

4 Ubuntu Container

http://139.162.198.212:10428

139.162.198.212 says

_ e

URL

iner

http://139.162.198.212:11553

Cancel

tainer

ner

iner

http://139.162.198.212:

http://1239.162.198.212:
Password:hieghaiaAt

http://139.162.198.21 2:

10987

1052 /vne. htmil

Toazs

26-02-2022

Date

N
N
N

16-04-

N
N

10-03-202Z

26-02-2022

26-02-2022

Search:

Action



Result
Successful

Tutor is able to

1 View All users and All containers
Create VM

Access students VM

Enter terminal

Check for completed tasks

View tasks/Quiz

Delete VMs

Logout
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