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Introduction  
This document is a summary of the outcome of the finalized gamified tool for teaching GDPR. The 

features developed for the tool and the challenges faced in achieving the final product are included. 

The solutions of how I solved every problem faced are described when discussing the challenges.   
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Achievement  

The greatest achievement and something that I am proud of in this project is my ability to 

pick a project that is feasible within my ability and knowledge. Because of this ability, I 

completed everything as proposed at the start of this project and even start doing 

additional features to this project. On a more in-depth look on what I achieved in the 

implementation of this project:  

What I achieved  

Gamification features    

The first category of features that I achieved in the implementation of this project is the 

gamification features. The game that I built has features of what a game should have. They 

are points, badges, leaderboards, levels, streaks, and title collections.  

Security Features 

Another category of functions that I achieved in the implementation of this project is the 

security features. The features that I achieved for this category include verifying email after 

signing up, Google Two Factor Authentication, mitigation of CSRF attack, mitigation of SQL 

injection and session management.   

Web application features   

The next category of functions that I achieved in the implementation of this project is the 

web application features. The features that I achieved for this category are sign up, logging 

in, forgot password, reset the password, change the password, and upload a profile picture.  

Hosting 
The next feature that I achieved in the implementation of this gamified tool for teaching GDPR is 

hosting. The web application is hosted remotely using Plesk and can be found in URL: 

https://c00278713.candept.com/  

User Testing 

Other than that, I also managed to complete user testing when completing this project. The 

purpose of the user testing is to get feedback from the user about anything that they think 

file:///C:/xampp/htdocs/Inshield/showcase/index.html%23tab-3
file:///C:/xampp/htdocs/Inshield/showcase/index.html%23tab-3
file:///C:/xampp/htdocs/Inshield/showcase/index.html%23tab-3
file:///C:/xampp/htdocs/Inshield/showcase/index.html%23tab-3
https://c00278713.candept.com/
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can be improved and get suggestions from them about the features that they think would 

be useful to have in the game that I built for this project.  

There are 12 users that participated in this user testing.  The user testing is conducted by 

requesting the participants to fill up the Google Forms after using and playing the web 

application.  

After getting the user testing, feedback and suggestions are implemented into the project. 

For example, all the security features, title collection and uploading profile pictures are 

implemented after getting feedback from the users.  
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The interface of the Google Form sent to the users is shown in Figure 1.0 below:  
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Figure 1.0: The interface of the Google Form sent to the users. 
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The result from user testing is shown in Figure 1.1 below:  
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Figure 1.1: The result from user testing 

All the useful suggestions that I got from the user testing are implemented into the project. 

Here is the list of features implemented from the feedback in the last question from user 

testing.  

Email verification after signing up  

The first feature that is implemented into the web application is Email Verification after 

signing up. This is implemented based on the second suggestion in the last question from 

user testing.   
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Google Two-Factor Authentication  

The next feature that is implemented into the web application is Google Two Factor 

Authentication. This is implemented based on the third suggestion in the last question from 

user testing.    

Upload profile picture  

Other than that, uploading a profile picture is also another feature that is implemented into 

the web application. This is implemented based on the fourth suggestion in the last question 

from user testing.    

Title collection 

The next feature that is implemented into the web application is title collection. This is 

implemented based on the seventh suggestion in the last question from user testing.    

Security features  

Besides, security features such as mitigation of SQL Injection, Mitigation of CSRF attacks, 

Session Management, Logout after 10 minutes of inactivity are implemented into the web 

application. They are implemented based on the eighth and eleventh suggestions in the last 

question from the user testing.  

Share to social media  

Apart from that, sharing to social media is also implemented in the web application. This is 

implemented based on the ninth suggestion in the last question from the user testing.  

Host remotely 

Last but not least, hosting the web application remotely is one of the features that is 

implemented because of the suggestion obtained in the user testing. The feature is 

implemented based on the tenth suggestion in the last question from the user testing.  

 

Quiz 

Another function that I achieved in the implementation of this project is the personalized 

quiz according to the weakness of players. This function works by increasing the questions 

according to the category of GDPR that the player is weak in.  

In the question in the first level for the quiz in a gamified tool for teaching GDPR, the web 

application will pick two questions randomly in each category from the database. This 

makes the first level have eight questions. When a player completed the quiz, the number of 

correct questions scored for each category will be stored in the database. In the second 

level of the quiz, an extra question will be picked from the database and the category of the 

question will be the one that the player has the lowest score.  

Other than that, the questions to prepare the player to take the Certified Information 

Privacy Professional/Europe (CIPP/E) are also included in the quiz. Having a CIPP/E 

certification is very important if the individual is a privacy professional. This is because, 
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CIPP/E certification can help individual to demonstrate that they have a deep understanding 

of European data privacy and data protection matters.   

Problems Encountered  

Design of interface  

One of the problems that I encountered is the design of the interface. I have very little to no 

experience in designing an interface for a web application. I faced this problem by referring 

to other website for their design. After that, I draw out the prototype of the web application 

using an online interface design tool, Figma. Figma was introduced by my friend as she had 

experience designing web applications during her internship last year.  

Bootstrap  

Before starting this project, I have no experience in writing code using Bootstrap. Even 

though I heard of Bootstrap before, I have no chance to try using Bootstrap in designing a 

web application. Writing code using Bootstrap is a totally new experience for me and I 

learnt Bootstrap in various ways. The first way that I used to learn Bootstrap is by learning it 

from an online course. I bought an online course on Udemy and watched the video almost 

every day. Figure 2.0 below shows the online course that I bought from Udemy to learn 

Bootstrap.  

  

Figure 2.0:  Online course that I bought from Udemy to learn Bootstrap.  

 

The online course is clear in explanations, and I like it. However, the whole online course is 

around 24 hours. I think I will not have enough time if I start implementing this project after 

finishing the whole online course. Therefore, I start implementing the project using 

Bootstrap and making use of the official website of Bootstrap when I don’t know what code 

to use to make the design as planned.  
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Programming logic  

I struggled with the programming logic when writing code for this project. I realise this 

weakness in me even before I started implementing this project. Therefore, I made use of 

the time I have during Christmas break and start the implementation as soon as I can.  

During Christmas break, I planned to do one page of the web application per day. 

Sometimes the plan goes as I planned and there are times when I was stuck in thinking of 

the programming logic. I solved this problem by listing out the function I wanted to achieve 

on the page on a piece of paper. Then, I will list out the possible steps that are needed to 

get the function.  

For example, when I was writing code for the badge function on the player profile page, I 

write down the points to get to different types of badges and list down the steps before 

start writing the code. Figure 2.1 below shows the picture of the functions and steps I listed 

for the badge function on the player profile page.  

 

Figure 2.1: The picture of the functions and steps I listed for the badge function on the player 

profile page. 
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Quiz  

One of the most challenging pages for implementation that I found in this project is the quiz 

page. I spent almost a week solely on this quiz page. I think this page is hard because of the 

complexity of the page. There are a lot of requirements to retrieve the question from the 

database. They randomized the questions in the database, personalized the question 

according to the weakness of players and displayed the levels on the quiz page. What makes 

everything even harder is that all the data for the players are either hashed or encrypted. I 

solved this problem by writing down the logic as I did for other pages and took a small break 

when I was stuck writing the code.  

Send email   

There is a function in this project that needs to send out an email. From what I found on the 

Internet, sending an email can be done by using PHPMailer. For PHPMailer to work, “less 

secure app access” in that Gmail account has to be disabled. However, Google has turned 

off Less Secure App access on May 30, 2022. Because of that, the sending email for my 

project was not working. I told my project supervisor about this problem, and I tried the 

solution I received from him, but it still didn’t work. I discussed this problem with one of my 

friends and we found a solution on the Internet. I followed the steps as shown on the web 

page and the email can be sent using the web application. Basically, I solved this problem by 

turning on the 2-step verification in the Gmail account and using the app passwords as the 

password for the code I wrote.  

Hosting  

Another problem that I encountered when completing this project is the hosting of the web 

application remotely. I found a platform that enables users to host apps on it. Since there is 

a student plan which allows students to host the apps for free on the platform, I planned to 

host this project remotely using this platform.  

At first, I was having problems connecting the web application to the database remotely. 

After doing research and trying and error, I managed to connect the web application to the 

database remotely. However, I was having difficulty hosting the web application on the 

remote server. I searched the Internet for almost a week, but still cannot find the solution to 

that. Therefore, I created a ticket to customer support from Heroku to get help to solve the 

problem. Figure 2.2 shows the conversation with customer support from Heroku. 

 



 

17 
 



 

18 
 

 

Figure 2.2: The conversation with customer support from Heroku  

I didn’t get a reply from the Heroku team that is responsible for the add-on I used. I 

searched online for some solutions and cannot find any that can solve the problem I faced. 

Therefore, I decided to switch platforms to host the web application.  

I found some other platforms to host the web application such as AwardSpace, 000webhost 

or FreeHost. However, they are either hard to use and do not provide a free domain or 

subdomain name. In the end, I found a platform that provides free subdomains and free SSL 

certificates called InfinityFree. I used InfinityFree to host the web application. However, the 

problem that I had with hosting the web application using InfinityFree is that the old version 

of PHP was used by InfinityFree. The composer used by phpmailer and the library for Google 

Two Factor Authentication needs a PHP version of 8.1 or above to run. To upgrade the 

version of PHP, I need to pay a certain amount of money to InfinityFree and I don’t want to 

pay for hosting as there is a risk that the hosting will not be working even though I paid for 

InfinityFree. Therefore, the function of sending emails and enabling Google Two Factor 

Authentication is not working when the web application is hosted using InfinityFree. 
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Figure 2.3 below shows the PHP version that the composer used by the phpmailer needs.  

  

Figure 2.3 : The php version that the composer used by the phpmailer needs  

Meanwhile, figure 2.4 below shows the amount of money that needs to pay to upgrade the 

PHP version in InfinityFree.  

 

Figure 2.4: The amount of money that needs to pay to upgrade the PHP version in 

InfinityVersion 

I told my project supervisor about this issue that I had, and he reached out to the IT 

department in the college to ask for hosting credentials. In the end, I managed to host the 

web application in Plesk using the credentials received from the IT department.   

What I learned  

GDPR  

The first aspect that I learned when completing this project is General Data Protection 

Regulation (GDPR). Even though I learned some basic knowledge about GDPR last year in my 

course, I realised that I gain more knowledge on GDPR after completing this project. This is 

because I did a lot of research when completing this project.  

PHP 

The second aspect that I learned when completing this project is PHP. Even though I have a 

basic understanding of PHP, completing this project makes me understand the programming 

language even more by implementing it in a project. I am more knowledgeable in PHP and 

can make a web application from scratch after completing this project.  
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Decision making  

I learned to make decisions by including part of my research into the implementation of this 

project. There are a lot of areas that I look at when doing research on GDPR. However, there 

is impossible to include everything in the implementation of this project due to the time I 

have. I learned to make decisions about the topics that consider important and to include 

them in the implementation of this project.  

Planning, time management  

I realised the importance of planning and time management when completing this project. 

It is very important to have feasible planning before starting to do any aspects of this 

project, whether about the documentation or the implementation of this project. I learned 

how to complete a document before the due date. For example, I know the due date to 

submit the research document. After determining the section that a research document 

should have, I complete the research document section by section weekly. This is to make 

sure I was not overwhelmed by the depth of the research that should be carried out and can 

complete everything before the due date.  

Discipline  

After having good planning, I need to have the discipline to stick to the plan. To make sure 

that I stick to the plan I have for this project, I will make sure that I work on this project 

almost every day.   

Troubleshoot skills  

Even though I have experience writing code using PHP, I did face difficulties when writing 

code using PHP. When I was stuck writing code, I learned to take a small break to refresh my 

brain before trying other ways to solve the problems in the code. When facing some errors 

that I cannot solve after trying for a few days, I learned to escalate the problem to others 

that have experience. For example, I will ask my project supervisor, my friends, or even the 

customer support from Heroku when I have difficulty in solving some error that I faced even 

after trying a lot of solutions.  

What I would do differently if starting over  

I would log the problems that I encounter and take screenshots when problems arose. This 

would be easier to demonstrate the issues that I faced and how they were overcome.  

Next, I would also spend some time revising other subjects from time to time in my course. I 

spent way too much time on this project and barely spend time revising other subjects 

when completing this project. This has sometimes caused me to have trouble understanding 

the content of the subject in class. If I had a chance to start everything over again, I would 

spend some time revising other subjects from time to time in my course. 
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