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Introduction
1.1 Background
Network-based cyberattacks have grown both in complexity and consistency, posing major risks to organizations of all sizes. Intrusion Detection Systems (IDS) are critical technologies designed to monitor incoming and outgoing network traffic, identify suspicious behaviour, and alert security teams / System administrators to potential threats. However, many modern attack techniques including advanced persistent threats, lateral movement, and the use of encrypted channels often generate noisy or ambiguous signals that make detection difficult. Security teams are often overwhelmed by large numbers of IDS alerts, most of which lack context, contributing to lack of acknowledgement and increasing the risk that genuine incidents go unnoticed. According to recent cybersecurity industry reports, organizations face an average of 11,000 IDS-related security alerts weekly, but only a fraction need in-depth investigation. With the continued expansion of network infrastructures spanning on-premises, cloud, and hybrid environments there is a growing need for solutions that can make sense of alerts and enhance visibility into actual network activity. This project is motivated by these challenges, focusing on the development of a more intuitive and informative visual interface to support accurate and quick responses to incidents.

1.2 Problem Statement
Despite advancements in IDS technology, many organizations continue to struggle with high rates of false positives and significant challenges in telling the difference between minor anomalies and genuine incidents. Traditional IDS solutions generate large log files or static dashboards that require security teams to manually correlate alerts with network data. Contextual information such as which systems are affected, the relationships between these systems, and the (time between) these suspicious events is difficult to extract from conventional views, leading to missed threats and ineffective responses. As well as that, as attackers continue to use evasive techniques and blend their activity with normal network traffic, analysts increasingly require tools that not only alert on potential incidents but also provide immediate contextualization to prioritise alerts. The lack of robust, interactive visualization for IDS event correlation results in longer detection and response times, increasing the burden for security teams, and increases the risk of business impact due to an undetected compromise.

1.3 Objectives
The primary objective of this project is to develop and examine an Integrated IDS Visualiser that addresses the constant alerts and situational awareness challenges faced by security teams. The aims of the project are as follows:
· Build a backend capable of ingesting, parsing, and normalizing IDS logs and real-time network traffic data from tools such as Snort, Suricata, or Zeek.
· Design and implement interactive visual modules / map alerts and detected anomalies to network topologies, timelines, and system relations in real time.
· Integrate basic anomaly detection on live network flows to supplement and cross examine IDS alerts, highlighting suspicious trends.
· Evaluate the effectiveness of visual analytics in reducing noise/ false alerts, improving incident response, and supporting analysts during the investigation process via controlled tests and user feedback.
· Assess platform usability, scalability, and integration for deployment within practical security operations.

1.4 Project Scope
This capstone project will focus on developing a prototype IDS Visualiser platform, targeting the following core components:
· Data Ingestion: Integration with common IDS log formats (Snort, Suricata, Zeek) and packet capture sources, supporting live data streams and static files.
· Visualization Engine: Development of dashboards and visualizations that link IDS alerts to network maps, timeline charts, and relationship graphs, designed to aid with comprehension.
· Anomaly Detection Module: Implementation of basic flow-based detection logic to highlight potential threats not caught by rule-based IDS alerts.
· User Interface: Construction of an interactive, user-friendly front-end suitable for deployment in all environments.
· Evaluation: Case studies or red/blue team simulations to demonstrate visualization effectiveness, measuring analyst response and detection accuracy.
· The project will not include full-scale SIEM integration, comprehensive machine learning pipelines, or production-ready deployment. Future expansion opportunities including advanced anomaly detection, automated response will be discussed in recommendations.

2.0 System Overview
2.1 Integrated IDS Visualisation and Network Anomaly Detection
The proposed system is a modular platform designed for collecting, ingesting, and correlating IDS alerts with real-time network traffic data, Instead of manually searching log files for alerts this solution focuses on visualizing anomalous activities within networks by mapping IDS events directly onto graphical topologies and interactive timelines. The core architecture integrates data streams from open-source intrusion detection systems (Snort, Suricata, Zeek) with packet and flow captures, enabling visual representations of both routine and suspicious network behaviour. By combining event-driven alerts with raw traffic analysis, the visualiser will empower security analysts to more easily investigate, validate, and respond to threats. The use of advanced visualization not only enhances anomaly detection but also supports analysis by enabling users to filter events, zoom into periods of interest, and trace the propagation of incidents across network assets.
2.2 User Groups
The primary users of this system include:
· Security Operations Center (SOC) Analysts: Frontline defense, responsible for monitoring network traffic, investigating alerts, and coordinating incident response.
· Network Administrators: Personnel tasked with configuring, maintaining, and optimizing the network infrastructure, who require this enhanced visibility into both legitimate and potentially malicious alerts.
· Cybersecurity Researchers and Students: Individuals analysing attack patterns or studying detection techniques in academic or lab environments.
· IT Managers: IT Managers seeking to assess the security of their organization through visual summaries and intuitive dashboards.
2.3 Deliverables
· A functional prototype of the IDS Visualiser platform, capable of integrating and parsing outputs from a common IDS tool (Snort, Suricata, Zeek) as well as real-time or recorded network traffic captures.
· Interactive visualization dashboards supporting alert mapping, network topologies, timeline analysis, and device relationship graphs to contextualize events.
· User-friendly front-end interface accessible via web browser or desktop, enabling real-time analysis and intuitive event investigation.
· Extensive documentation, including system architecture diagrams, user manual, and recommendations for further enhancement or integration into operations workflows.

2.4 Non-System Specific Core Deliverables
Research Report
· A comprehensive research report documenting the background and, critical analysis of current Intrusion Detection Systems (IDS), network anomaly detection methodologies, and visualization tools. This deliverable will use academic sources, industry standards, and recent case studies to provide context for the problem with current IDS being addressed and to justify the technical approach of the proposed solution. The report will critically evaluate existing solutions and convey the research gaps that the Integrated IDS Visualiser aims to fill.
Project Report
· A detailed project report entailing the design, development, testing, and evaluation phases of the IDS Visualiser. This document will include the system’s architecture, implementation challenges, user testing methods, performance metrics, and a critical reflection on both successes and limitations encountered during the project lifecycle. Appendices will contain source code links, architectural diagrams, sample datasets, and user manuals where applicable.
Website
· A dedicated project website presenting a professional overview, key findings, and a demonstration of the IDS Visualiser. The website will include user-focused summaries of the tool's features, downloadable documentation, visual media such as screenshots or demo videos, and access instructions for prototype use. The site will serve both as a showcase for SETU’s project requirements and as a future portfolio artifact for academic or professional use.
3.0 Functionalities
· Functionalities define the operations and behaviour of the Integrated IDS Visualiser to meet the project requirements. These include processes running on the backend, supporting analytical and visualization functions, user oriented features, and non-functional quality metrics that ensure system reliability and usability.
 
3.1 Backend Functions
· The backend serves as the foundation of the IDS Visualiser, handling data ingestion, alert processing, correlation, and analysis between network traffic and IDS alert outputs. It manages the core logic required to extract valuable insights from large volumes of logs.
· Data Ingestion and Parsing
 The backend collects and standardizes input from an IDS tool such as (Snort, Suricata, Zeek) It will parse various log formats, structures JSON or CSV data, and indexes critical attributes such as timestamp, alert severity, source IP, destination IP, and protocol.
· Data Correlation
 The backend automatically correlates IDS alerts with network flow data to provide contextual awareness. It merges related events based on shared attributes such as their IP addresses or timestamps, enabling enhanced detection accuracy and reduced alert duplication.
· Database and Logging
 Processed alerts and related traffic data are stored in a structured database to facilitate historical analysis. Logging modules maintain system records to support troubleshooting, auditing, and system evaluation.
 
3.2 Additional Functionalities
The additional functionalities extend the core operations of the system, improving usability and analytical depth.
· Export of Reports and Incident Data
 Users can export findings as JSON or CSV files for further analysis or integration with external security information and event management (SIEM) systems. Summarized reports include key statistics such as total alerts, incident count, and highest risk assets.
· Filtering and Sorting
 Custom filtering will allow users to isolate specific data points by IP address, protocol, or the alert severity. These options support faster triage and more focused investigations.
· Collaboration and Annotation
 Security analysts can annotate alerts within the graphical interface, marking them as “True Positive” “False Positive” or “Under Review” This input helps refine future results and record analyst behaviour for evaluation metrics.
 
3.3 User Interface Functions
· The user interface (UI) enables interactive engagement with the IDS Visualiser and simplifies the process of interpreting complex data.
· Dashboard Overview
 Upon login, users are presented with an overview dashboard showing total alerts, distribution by severity, and the most active systems for these alerts.
· Topology Visualization
 This feature depicts real-time network connectivity and highlights nodes under investigation. Alerts are represented on affected nodes with color-coded indicators to reflect priority levels.
· Timeline View
 A chronological interactive chart displays the progression of detected threats and system alerts, helping users trace the origin and escalation of threats over time.
· Search and Filtering Tools
 Users can refine searches through IP address, time range, or specific rule identifiers. This function ensures analysts can quickly locate events relevant to their investigation.
 
3.4 Non-Functional Requirements
Functionality
· The system shall ingest real-time IDS alert logs and visualize them in an interactive interface with near real-time performance.
· The platform shall provide accurate event correlation between alerts and traffic data.
Usability
· The interface must be intuitive for both technical and non-technical analysts, supported with visual legends and navigation options.
· All visualization elements must dynamically update without manual page reloads.
Performance
· The system shall process and render up to 1,000 alerts per session without noticeable delay.
· Visual dashboards must load within 2 seconds for standard datasets and scale during higher network activity.
Reliability
· The application shall maintain consistent uptime monitoring.
· System logs shall automatically backup on a scheduled basis to prevent data loss.
Security
· Network and alert data must remain encrypted both in transit and at rest.
· Anonymization of sensitive IPs will be implemented when exporting data to external sources – do not reveal internal network layout.
Maintainability
· The codebase shall be modular and documented to facilitate updates, debugging, and integration of additional data sources.
· Default configuration files shall allow administrators to adjust alert thresholds and database retention periods easily.
 
4.0 System Design
System design focuses on the architecture, structural components, and technologies that form the foundation of the Integrated IDS Visualiser. The system is designed to be modular, scalable, and data-driven, providing operability between an Intrusion Detection System outputs and network traffic logs. Each component contributes to seamless integration between backend processing and the visualization interface, enabling real-time situational awareness for network defenders.
 
4.1 System Architecture
The architecture of the IDS Visualiser is based on a modular client–server model that directly connects IDS alert streams, network traffic analysis, and visualization components. This layered system design allows independent development, scalability, and ease of maintenance for each module.
System Layers and Data Flow
1. Data Ingestion Layer
Captures real-time data streams and pre-recorded network packets using tools such as Zeek, Suricata, or Snort.
Standardizes various alert formats (JSON, CSV, syslog) for uniform processing.
2. Processing and Correlation Layer
Performs backend processing operations including data parsing, normalization, and correlation.
Matches IDS alerts with network flow characteristics (source IPs, ports, protocols, timestamps and dates).
Generates event data for visual representation and higher accuracy upon review.
3. Visualization and Front-End Layer
Displays alerts, anomalies, and device relationships using interactive dashboards and network topology graphs.
Supports multiple visualization modes including timeline clustering, severity mapping, and entity-based filtering.
4. Storage and Export Layer
Stores processed events and visual layout data in a structured local repository (e.g., SQLite, Elasticsearch).
Enables export of current visual sessions or aggregated results for external analysis in JSON or CSV format.
 
Architecture Features
Modular integration ensures flexible addition of new IDS sources without major code modification.
Scalable deployment can support lightweight testing environments or expanded enterprise applications.
Data Flow Summary
1. Network and IDS logs are captured via the Data Ingestion Layer.
2. Parsed and normalized data is correlated and classified in the Processing Layer.
3. Analysts interact with visualization dashboards and export results for further evaluation.
 
4.2 External Tools and Technologies
The Integrated IDS Visualiser incorporates several open-source tools, frameworks, and libraries to support data collection, analysis, and visualization. These technologies provide flexibility, extensibility, and improved performance while maintaining cost efficiency.
Intrusion Detection Systems (IDS) and Data Collection
· Snort — Open-source network intrusion detection for generating real-time alerts from live traffic.
· Suricata — IDS/IPS engine capable of JSON-based structured alert logs suitable for correlation.
· Zeek (formerly Bro) — Network monitoring framework that provides flow-level and protocol insights for visualization integration.
Data Processing and Analysis Frameworks
· Python — Core language used for data parsing, correlation, and backend logic implementation.
· Pandas and NumPy — Used for structured data handling, cleaning, and transformation.
· Scikit-Learn — Supports statistical modeling and anomaly detection processes used in backend analytics.
Visualization and Dashboard Development
· Plotly / Dash — For building interactive dashboards displaying timelines, alert heatmaps, and topology visualizations.
· Grafana — Optional visualization tool used for advanced charting and time-series representation.
Networking and System Tools
· Wireshark / Scapy — For packet inspection and protocol-level data extraction.
· RESTful APIs — Used for real-time communication between IDS engines and the visualization platform.
Databases and Storage
· SQLite / Elasticsearch — Relational and document-oriented databases storing indexed normalized logs and anomaly metadata.

5.0 Use Cases
5.1 Use-Case Descriptions
Use Case 1
	Name:
	Visualisation of Anomalies

	Actors:
	Security analyst

	Trigger:
	Analyst starts a session to investigate recent IDS alerts

	Preconditions:
	Sources for IDS logs are configured correctly and are being parsed

	Postconditions:
	Analyst recieves a visual dashboard of all anomalies found through IDS logs including timeline and affected assets

	Basic Flow:
	· Analyst access the dashboard and views latest alerts.
· System queries backend for IDS logs and corelated data.
· Visualisation of data is done on the backend and presented to user.
· Analyst can view the data nodes for contextual information
· Analyst can mark suspicious events for further investigation or for closure.

	Alternative Flow:
	If data parsing fails, system displays an error prompt and logs for review.



Use Case 1
	Name:
	Export of Incident summary

	Actors:
	Security Analyst

	Trigger:
	Analyst can request a report on detected high severity incidents

	Preconditions:
	At least one high senility alert is available for the system to compile, user has privilege to do this

	Postconditions:
	Report is generated and downloaded as a CSV/JSON file containing all relevent info

	Basic Flow:
	· Analyst selects option to export data form dashboard
· System compiles selected incident data, including timestamps, severity, and assets affects.
· File is generated and downloaded to analyst’s device

	Alternative Flow:
	If generatiom fails, system displays an error prompt and logs for failed export.



6.0 Project Plan
6.1 Phases of the Project
	Phase
	Deliverable
	Percentage
	Due Date

	Specification
	Project Specification
	10%
	Sem 1, Week 7

	Research
	Research Report
	15%
	Sem 2, Week 1

	Poster
	Poster
	5%
	Sem 2, Week 6

	Presentation
	Final Presentation
	10%
	Sem 2, Week 11

	Product: Quality
	Full Project Quality
	20%
	Sem 2, Week 11

	Product: Research
	Technical Merit
	15%
	Sem 2, Week 11

	Product: Final Rep.
	Project Report
	35%
	Sem 2, Week 11



6.2 Exact Timeline
Phase 2: Research
Start: Semester 1, Week 7
 End: Semester 1, Week 11
Activities:
· Review of academic literature and industry reports on IDS, network anomaly detection, and security visualization
· Compare available IDS tools and visualization frameworks
· Identify gaps/opportunities and refine chosen methodologies and tools
· Write and submit research report with annotated bibliographies and contextual analysis
Phase 3: Design & Implementation
Start: Semester 1, Week 11
 End: Semester 2, Week 6
 Activities:
· Finalize system architecture (diagram data flows, choose technologies and libraries)
· Develop backend modules for data parsing, correlation, anomaly detection
· Build visualization components (dashboard, timeline, topology maps)
· Integrate backend and frontend
· Regularly test and refine core functionalities
· Design and prepare a project poster summarizing aims, design, and progress; submit for assessment
Phase 4: Testing, Demonstration, and Refinement
Start: Semester 2, Week 7
 End: Semester 2, Week 11
 Activities:
· Perform functional tests (unit, integration, system-level) and code reviews
· Carry out user evaluations (with peers/tutors), gather feedback
· Debug and optimize for performance, scalability, and usability
· Finalize demonstration artefacts and prepare for final presentation
· Make iterative refinements based on review and stakeholder input
Phase 5: Final Presentation & Reporting
Start: Semester 2, Week 7
 End: Semester 2, Week 11
 Activities:
· Deliver live or recorded final project presentation to faculty and external assessors
· Submit comprehensive project report (system overview, evaluation, discussions, appendices)
· Submit final versions of code, documentation, and all required artefacts
· Meet with supervisor for reflective review and project wrap-up
· Receive final feedback/results
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