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[bookmark: _Toc212206934]Project Overview:

Phishing remains one of the most prominent cyberattack methods globally, with incidents involving spear phishing, SMS phishing (smishing), email compromise, and QR-code-based “quishing” increasing over the past five years. These attacks exploit trust, urgency, and the behaviour of people to bypass technical defences and infiltrate organisational infrastructures. The proposed platform will emulate real-world social engineering threats through targeted email and QR simulations, realistic website clones, scheduled multi-round campaigns, and training modules. By blending research with practical training, the tool aims to assess and improve participant resilience, yielding measurable data and actionable insights for instructors and security teams.	Comment by Hisain Elshaafi: Use font size 12 in normal text.

Purpose and scope:

Deliver a phishing simulation environment/tool that is easy to use.
Enable campaigns within academic and small enterprise settings.
Provide a design for future extension, such as SMS phishing.

Expected impact:

Enhanced user awareness and reduced click rates from students or other end users.
Reporting of findings for participants. 




[bookmark: _Toc212206935]1.2 Key Objectives	Comment by Hisain Elshaafi: These objectives read well but seem to be promising too much. It is ok to keep them at least for now.
Core simulation capabilities: Targeted email and QR code exploit vectors, simulated website environments, and risk-aware user groups.

Administrative control: Flexible scheduling, user group assignment, allow/deny list configuration, and monitoring.

User-centric training: Micro-learning modules triggered by risky actions, reinforcing detection tactics.

Analytics and profiling: Real-time event logging, dynamic risk scoring, and longitudinal performance tracking.

Ethical compliance: Informed consent workflows, debrief processes, and data minimisation.



[bookmark: _Toc212206936]Deliverables	Comment by Hisain Elshaafi: Again these are ambitious given the time you have for completing the project. You may keep them and we see how things progress during the next semester.

[bookmark: _Toc212206937]Core Deliverables:

1. Targeted Email Phishing Engine

Functional requirements:

·  Template creation interface with variable fields (name, role, department).
· Preview and test-send mode to a selected user/group.

· Acceptance criteria:

· Admin can launch five distinct email templates in under five minutes.
· All test emails route to mailboxes successfully.

QR Code Phishing Module

· Functional requirements:

· QR generator supporting PNG/SVG export.
· Mobile/desktop detection logic for redirection.

· Acceptance criteria:

· QR codes scan reliably with standard smartphone apps.
·  System logs device type, OS, and timestamp for each scan.







Campaign Scheduler

· Functional requirements:

Calendar-based UI for one-off and recurring campaigns.
Randomised send-time algorithm to mimic real threat timing.


Acceptance criteria:

Ability to schedule daily, weekly, and monthly campaigns with a cohort size up to 500 users.
Reports confirm schedule adherence over a one-month pilot.

Website Cloning and Sanitisation

Functional requirements:

Automated crawler to fetch HTML, CSS, and images from URLs.
Sanitiser to strip external JavaScript, disable forms, and remove analytics.
Allow users to paste source website code into a text box in the event they do not want to paste a URL.

Acceptance criteria:

Cloned pages visually match the original page.
Real-time Click-through and Submission Logging

Functional requirements:

Event stream capturing email open, link click, QR scan, and simulated form submission.
Data store with timestamp, IP address, user agent, and geolocation (if available).

Acceptance criteria:

Event log grows proportionally to campaign size with zero data loss.
Admin UI displays live event feed with a less than five-second latency.

Immediate Training Feedback

Functional requirements:
Library of short “red flag” explanations for common phishing tactics.
Automatic launch of a training on click or form submit attempt.

Acceptance criteria:
Training displays within five seconds of a click event.
The user can complete micro-learning module and close it to return to normal browsing.

Risk Profiling Engine

Functional requirements:
An algorithm combining click behaviour, time-to-click, submission attempts, and scenario difficulty.
Dashboard showing individual and cohort risk scores over time.

Acceptance criteria:
Risk score correlates with observed click-through rates.
Cohort filtering by risk level functions as expected in UI.
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1) User Reporting Button

Functional requirements:
The “Report Phish” button is embedded in simulated emails.
Server logic to treat reports as positive behaviours and log accordingly.

Acceptance criteria:
At least 90% of participants can locate and use the button in tests.

2) Gamified Awareness Quizzes

Functional requirements:

Quiz builder supporting multiple choice and true/false questions.
Leaderboard for friendly competition.

Acceptance criteria:

Admin can author quizzes in under ten minutes.

[bookmark: _Toc212206939]User Groups

[bookmark: _Toc212206940] Administrators and Instructors
1) Roles and responsibilities:
Design and launch campaigns; configure risk thresholds; review analytics; export reports.
Use cases:	Comment by Hisain Elshaafi: You could consider adding misuse cases if time permits before the document submission date.
Lecturer schedules monthly phishing test for 200 students with varying scenario difficulty.
IT staff review cohort risk trends and schedule refresher training for high-risk groups.
[bookmark: _Toc212206941]End Users 
1. Characteristics:
Students and staff with diverse technical proficiency.
Varying familiarity with phishing tactics and security awareness.
Use cases:	Comment by Hisain Elshaafi: See previous comment.
User receives email, scans QR code, interacts with cloned site, and completes micro-learning.
Participant uses the “Report Phish” button to demonstrate detection skills.









[bookmark: _Toc212206942]Success Metrics	Comment by Hisain Elshaafi: I suggesting adding a security metric as well.

[bookmark: _Toc212206943] Technical Performance Metrics

System uptime: ≥ 99% during scheduled campaign windows.

Event logging reliability: Zero event loss at a scale of 1,000 interactions per day.

Response latency: Training feedback appears within 1 second of the click.
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Click-Through Rate (CTR) Reduction: Average CTR decrease ≥ 20% by the third campaign.

Training Completion Rate: ≥ 90% of users complete micro-learning after click events.

Risk Score Improvement: Median risk score reduction ≥ 15% after four weeks.
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Usability survey rating: Mean score ≥ 4.0 out of 5 on clarity, ease of use, and feedback relevance.

Net Promoter Score (NPS): Target NPS ≥ 30 for admins and participants.

Qualitative feedback: Thematic analysis of open-ended survey responses for positive sentiment.

[bookmark: _Toc212206946]Security Metrics
Less than 5% of participants click on suspicious links/scan QR codes. 

Users realise the website/link is fake and have learned to recognise common phishing tactics.
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	Application
	Core Similarities
	Features
	Drawbacks

	Lucy Security
	Multi-vector campaigns , scheduler , reporting
	QR code vector, dynamic risk profiling, and in-situ training
	More enterprise-oriented for bigger corporations 

	GoPhish
	Email campaigns , Website cloning
	Open source and easy to use.
	No QR code attack vectors, limited built-in analytics or microlearning , has not been updated in two years

	Microsoft Attack Simulator
	Schedule phishing tests, basic feedback
	Automates campaigns in large orgs, Easy M365 integration
	Relies on the Microsoft ecosystem, no website cloning, no risk engine

	My Tool 
	Scheduled campaigns, Multi-vector attack methods  
	Email templates, QR code generator , real-time reporting and feedback
	May lack some advanced features due to time limitations












[bookmark: _Toc212206948]Project Steps: 

[bookmark: _Toc212206949]Iterations of my project:

1. Stage 1 October – November 
Build a script that will run from CLI-based commands and launch a web server containing basic functionality. 
Research and plan project steps and estimate how long it will take me to implement each function.
Work on the Research document.  

 Stage 2 December – February
Build out core functions such as website cloner, SMTP, QR code creator and other features.
Run Alpha tests with a select group of students to confirm that the Phishing simulator works.
Stage 3 March – April 	Comment by Hisain Elshaafi: Usually will be adding some important feature during this iteration. I suggest you move some specific items to this iteration. Similarly, you could list the features that you will implement in stage 2.
Add finishing touches to the UI to ensure it looks appealing and works correctly.
Fix any bugs that may be present.
If time allows, I could add the optional features I talked about earlier, such as a user reporting button or a quiz that admins can assign to users. 
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1.  Test Group 1
This group will be students from my class who will be informed about this tool and agree to take part in a test. It will be a simple test to confirm the functionality of my tool.




Sample diagram of how a campaign will work. 
[image: A diagram of a computer program

AI-generated content may be incorrect.]


Test Group 2 
With the college’s permission, test a staff selection with more advanced attack vectors such as quishing.


[bookmark: _Toc212206951]Development Environment 
1. Technologies I will Use

Programming Languages:	Comment by Hisain Elshaafi: Can you justifications for selecting these languages. Also you could discuss other technologies, tools and framework that you will use in the project.
 Python: This programming language is a straightforward programming language to understand and use. It is also lightweight and easy to set up for web environments.
 JavaScript (JS): Needed for a lot of web coding functionality, such as form validation. 
 HTML & CSS: Boilerplate languages for designing a website
 SQL: SQL will be used to store data for each campaign. 
 Bash can be used for automating functions such as starting/stopping the web environment.  



	Comment by Hisain Elshaafi: Add a conclusion to summarise the document and discuss the overall decisions made regarding e.g. features, technologies. Also you should challenges you could face and the learning curve considering the development work.
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Unlike existing tools, my project is designed to offer a unique combination of features which are better suited to small organisations and academic environments. It will have advanced features such as quishing, attack simulation, risk profiling, and immediate feedback for both administrators and end users. These features are present in some existing tools, but each of these has its drawbacks and lack some key features. My tool aims to be easy of use, open source, and up-to-date with the most modern attack vectors. 

One challenge I could face is getting the college to agree to let me test the tool with a small group of users within the college environment due to security concerns. Another challenge I could face is finding groups of people outside of college to test my tool on that may not fall for the phishing email due to me informing them and getting their consent to participate in a phishing simulation. 



In conclusion, my tool will allow administrators to launch campaigns to test users in their environments with the most up-to-date phishing tactics. The key features of my tool will be ease of use, website cloning, QR code generator, randomised scheduled campaigns and more social engineering and phishing attack methods. 
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