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[bookmark: _Toc227781074]Abstract
This report presents the findings of a final year project investigating vulnerabilities in online proctoring software. The study evaluated two commercial proctoring platforms - Vendor A and a second vendor referred to as Vendor B - against four defined attack vectors: virtual machine detection evasion, virtual camera injection, environment and perspective evasion, and secondary device use under monitoring. Testing was conducted within a controlled sandbox environment using Windows virtual machines hosted on both Windows and Linux host systems, utilising VMware Workstation and Oracle VirtualBox as hypervisors.
Results demonstrate that Vendor A exhibits industry-leading virtual machine detection capabilities, successfully identifying and flagging virtualised environments across multiple evasion configurations and hypervisor platforms. However, both Vendor A and Vendor B failed to detect virtual camera injection attacks, where live webcam feeds were replaced with pre-recorded video using OBS Studio virtual camera. Vendor B additionally failed all virtual machine detection tests across all tested configurations. A further finding concerns Vendor B, which also exhibited functional issues under Microsoft Edge that prevented consistent session establishment. These findings reveal significant and exploitable gaps in the current state of automated proctoring technology and raise broader implications for the integrity of remotely invigilated assessments.
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[bookmark: _Toc227781076]Chapter 1: Introduction
[bookmark: _Toc227781077]1.1 Project Background and Motivation
The rapid expansion of online education, accelerated significantly by the COVID-19 pandemic, has driven widespread adoption of automated remote proctoring software across universities and professional certification bodies worldwide. These platforms are entrusted with maintaining the academic integrity of high-stakes examinations without the physical presence of an invigilator. As a result, they have become a critical component of the assessment infrastructure at institutions ranging from small colleges to large-scale professional certification providers.
The underlying security assumptions of these platforms - that the software stack and hardware environment of the candidate's machine can be reliably verified, and that the candidate's physical environment can be meaningfully monitored through a single webcam - have received comparatively little rigorous academic scrutiny. This project was motivated by the hypothesis that these assumptions are exploitable by a technically informed candidate, and that the detection capabilities of current commercial platforms are inconsistent, incomplete, or in some cases entirely absent against specific attack classes.
The project is framed explicitly as security research conducted within an ethical sandbox. All testing used dummy accounts on test instances of the proctoring platforms, with no real examinations, real student data, or live examination sessions involved at any point.
[bookmark: _Toc227781078]1.2 Research Questions
The project sought to answer the following research questions:
1. Can a Windows virtual machine be configured to evade detection by commercial proctoring software, and how effective are different proctoring vendors at detecting virtualised environments?
1. Can a virtual camera device be used to inject a pre-recorded or manipulated video stream into a proctored examination session without detection?
1. Are there consistent differences in detection capability between vendors, and if so, what do those differences reveal about the underlying detection architectures?
1. What are the security implications of the identified vulnerabilities for institutions relying on automated proctoring?

[bookmark: _Toc227781079]1.3 Scope and Ethical Boundaries
Testing was confined to the following scope:
1. Two primary vendors: Vendor A and Vendor B 
1. Four attack vectors: VM detection evasion, virtual camera injection, perspective/environment evasion, and secondary device use
1. Two hypervisor platforms: VMware Workstation (Windows host) and Oracle VirtualBox (Linux host)
1. Guest operating system: Windows 10 in all virtualised test environments


[bookmark: _Toc227781080]Chapter 2: Research Areas
[bookmark: _Toc227781081]2.1 Online Proctoring Technology
Online proctoring platforms operate through a combination of software agents running on the candidate's machine, browser-level controls, and server-side AI analysis of the audio-visual stream. The candidate typically installs a browser extension or a dedicated lockdown browser application, which restricts access to other applications, monitors the desktop environment for prohibited activity, and streams the webcam feed to a remote monitoring service.
Two broad categories of proctoring exist: live proctoring, where a human invigilator monitors the session in real time, and AI-based automated proctoring, where algorithmic analysis flags suspicious events for post-hoc review. The platforms evaluated in this study operate in the AI-automated mode. Detection events are scored and classified, producing a risk score and a set of flags that are reviewed by the institution after the examination.
The effectiveness of these systems depends critically on the integrity of the data they receive. If the software environment, the hardware identity, or the video stream can be manipulated, the platform's conclusions are drawn from falsified inputs. This is the fundamental attack surface this project explores.
[bookmark: _Toc227781082]2.2 Virtual Machine Detection Techniques
Virtual machine detection is a technique used both by malware (to avoid analysis in sandboxes) and by security software (to detect candidates running exams in virtualised environments). The detection surface is broad and encompasses multiple independent layers of the software stack.
[bookmark: _Toc227781083]CPUID Hypervisor Bit
The x86 CPUID instruction returns processor feature information. In CPUID leaf 1, bit 31 of the ECX register is designated as the "hypervisor present" bit. When a virtual machine is running, the hypervisor sets this bit to 1. Detection software can query this bit with a single native call, making it the most reliable and hardware-enforced VM detection mechanism. Countermeasures require configuration at the hypervisor level - specifically, instructing the hypervisor to mask or clear this bit before it is returned to the guest.
[bookmark: _Toc227781084]SMBIOS and DMI Strings
The System Management BIOS (SMBIOS) tables expose system identity information including the manufacturer, product name, BIOS vendor, board product, and chassis type. On a physical machine, these values reflect the OEM hardware. On a virtual machine, hypervisors typically populate these tables with their own identifiers: VMware populates SystemManufacturer with "VMware, Inc.", and VirtualBox uses "innotek GmbH". Windows exposes these values through both the registry (under HKLM\HARDWARE\DESCRIPTION\System\BIOS) and through WMI classes (Win32_ComputerSystem, Win32_BIOS, Win32_BaseBoard). Detection software routinely queries both.
[bookmark: _Toc227781085]Registry Keys and Running Processes
Both VMware and VirtualBox install guest additions software that creates identifiable registry keys, service entries, and running processes. VMware Tools creates keys under HKLM\SOFTWARE\VMware, Inc. and runs vmtoolsd.exe and VGAuthService. VirtualBox Guest Additions creates keys under HKLM\SOFTWARE\Oracle and runs VBoxService.exe and VBoxTray.exe. A process-name scan or registry enumeration can reliably identify a guest VM environment.

[bookmark: _Toc227781086]MAC Address OUI
Network interface cards are assigned a MAC address whose first three bytes (the Organisationally Unique Identifier, or OUI) identify the manufacturer. VMware reserves the OUI range 00:0C:29 and 00:50:56 for its virtual network adapters. VirtualBox uses 08:00:27. Detection software can query the active MAC address and match it against known VM vendor OUI blocks, flagging the machine as virtual without any privileged access.
[bookmark: _Toc227781087]Disk Model Strings
Virtual disk controllers present identifiable model strings to the guest operating system. VMware virtual disks present as "VMware SCSI Disk Device" or "VMware Virtual S" in the Device Manager. VirtualBox presents disks as "VBOX HARDDISK". These values are accessible through WMI (Win32_DiskDrive) and through the registry under HKLM\SYSTEM\CurrentControlSet\Enum\SCSI.
[bookmark: _Toc227781088]2.3 Virtual Camera and Video Stream Manipulation
Online proctoring relies on the candidate's webcam as the primary source of behavioural data. The integrity of this feed is assumed but not verified by most platforms. The Windows and Linux operating systems provide a virtual device model through which any application can register a virtual camera device that appears identical to a physical webcam at the OS API level.
OBS Studio (Open Broadcaster Software) provides a widely used implementation through its OBS Virtual Camera plugin. When enabled, the OBS virtual camera driver registers a new capture device in the system's DirectShow or Video4Linux layer. Applications that enumerate available cameras - including proctoring software - see this device alongside any physical cameras. The OBS virtual camera can output any scene, including a pre-recorded video loop, a live feed from a physical camera with applied filters or overlays, or AI-generated content.
The critical security implication is that the video stream received by the proctoring server is not authenticated to any physical hardware. The server cannot distinguish between a live camera feed and a pre-recorded playback unless it applies active liveness detection - such as requiring the candidate to perform a specific gesture on demand or applying frame-level analysis for loop artefacts and inconsistent metadata.
[bookmark: _Toc227781089]2.4 Browser Lockdown Mechanisms
Lockdown browsers are specialised browser applications that restrict the candidate's ability to access external resources during an examination. They typically prevent navigation to other URLs, disable copy-paste, block screen capture, and terminate or prevent the launch of disallowed processes. Some implementations monitor the clipboard, check for remote desktop software, and enforce a single-display policy.
The security model of a lockdown browser depends on the assumption that it is running on bare-metal hardware and has exclusive control over the OS environment. When the lockdown browser runs inside a virtual machine, the host operating system - which the lockdown browser cannot see - remains fully accessible. The candidate can freely use a browser, consult notes, or communicate with an AI assistant on the host machine while the lockdown browser inside the guest observes no prohibited activity.
This is not a novel observation. It is a fundamental architectural limitation: any software confinement mechanism that operates at the OS level can be circumvented by running that OS as a guest. The meaningful question is whether the proctoring platform detects the virtualised environment before allowing the examination to proceed.

[bookmark: _Toc227781090]2.5 Hypervisor Fingerprinting and Evasion
Evasion of VM detection requires modifications at two distinct levels. Guest-level modifications - registry key deletion, WMI class patching, service disabling, MAC address spoofing, process renaming, and disk model string patching - address the detection vectors accessible from within the Windows guest. These can be automated through a PowerShell script executed with administrator privileges inside the guest.
Host-level modifications address the CPUID hypervisor bit and the SMBIOS table values that the hypervisor exposes to the guest. For VMware, these are controlled through directives added to the VM's .vmx configuration file. For VirtualBox, the equivalent is achieved through VBoxManage modifyvm commands that set DMI string overrides and paravirtualisation provider configuration. These changes must be made while the VM is powered off and take effect on the next boot.


[bookmark: _Toc227781091]Chapter 3: Methodology
[bookmark: _Toc227781092]3.1 Test Environment
All testing was conducted within a dedicated sandbox environment. The physical test machines comprised:
1. Host A: Windows 11 Desktop running VMware Workstation 17, hosting a Windows 10 guest VM
1. Host B: Linux (Ubuntu 24.04 LTS) laptop running Oracle VirtualBox 7.2, hosting a Windows 10 guest VM
Both guest VMs were configured with 8GB RAM, 4 vCPUs, and a bridged network adapter. Each guest had the following installed: Google Chrome, the Vendor B lockdown browser, and the Microsoft Edge browser. OBS Studio 30.x with the Virtual Camera plugin was installed on both host machines.
A dedicated Vendor A sandbox account was provisioned with a test course and a dummy examination configured to run for 10 minutes with standard proctoring rules: no second screen, no phone, face always visible, no leaving frame. The same test course configuration was replicated on Vendor B's sandbox instance.
[bookmark: _Toc227781093]3.2 Vendor Selection
Vendor A was selected as the primary evaluation target based on their willingness to participate in this experiment and its published claims of advanced AI-based monitoring. Vendor B was selected as a comparator platform used by a different set of institutions. 
[bookmark: _Toc227781094]3.3 Attack Vector Definitions
Four attack vectors were defined and tested:
	Attack Vector
	Description
	Success Criterion

	VM Detection Evasion
	Windows 10 guest VM configured to present as physical hardware. Lockdown browser runs inside VM, host OS freely accessible.
	Examination session starts without VM flag raised

	Virtual Camera Injection
	OBS Virtual Camera replaces physical webcam with pre-recorded video loop. Student leaves the physical camera view.
	Session continues without video integrity flag raised

	Perspective/Environment Evasion
	Camera repositioned, lighting changed, or partial occlusion introduced to conceal prohibited material or behaviour.
	Prohibited material not flagged

	Secondary Device Use
	Mobile phone used just outside the camera's primary field of view to consult external resources.
	Phone use not flagged





[bookmark: _Toc227781095]3.4 Test Protocol
Each attack vector was tested a minimum of three times per vendor, with controlled variations across runs. For each run the following were recorded:
1. Exact VM and host configuration in use
1. Step-by-step actions taken before and during the examination session
1. OBS scene configuration (for virtual camera tests)
1. Screenshot of the proctoring dashboard at session end
1. Risk score assigned by the platform
1. List of flags raised, with timestamps
1. Local OBS/screen recording as ground truth
Results were coded as: Detected (flag raised and correctly classified), Partially Detected (suspicious event flagged but not definitively classified as the relevant attack), or Not Detected (no flag raised, session completed normally).


[bookmark: _Toc227781096]Chapter 4: Implementation
[bookmark: _Toc227781097]4.1 VM Cloaking Tool
A PowerShell script was developed to automate the guest-level modifications required to disguise a Windows virtual machine as a physical bare-metal system. The script was designed to be modular, idempotent, and safe to run with a -WhatIf dry-run flag before committing changes. It targets both VMware and VirtualBox guest environments.
The following categories of modification are performed by the guest-side script:
1. SMBIOS / DMI registry strings - overwrites SystemManufacturer, SystemProductName, BIOSVendor, BaseBoardProduct and related values under HKLM:\HARDWARE\DESCRIPTION\System\BIOS to reflect a genuine Dell OptiPlex 7090 identity
1. WMI class instances - patches Win32_ComputerSystem, Win32_BIOS, and Win32_BaseBoard directly through the WMI COM interface
1. Hypervisor registry keys - removes all VMware or VirtualBox service and software keys from the registry
1. MachineGuid - replaces the Windows MachineGuid with a freshly generated random GUID
1. ComputerName - renames the machine to a realistic DESKTOP-XXXXXX hostname
1. MAC address OUI - changes the network adapter MAC address registry value from the VMware (00:0C:29) or VirtualBox (08:00:27) OUI to a Dell or Intel OUI, then bounces the adapter
1. Guest services - stops and disables VMware Tools, VBoxService, and related services using sc.exe with a 5-second timeout before force-killing the backing process
1. EXE artefacts - renames vmtoolsd.exe, VBoxService.exe and related executables in Program Files
1. Disk device strings - patches FriendlyName and DeviceDesc for VMware and VirtualBox disk entries in the SCSI and IDE enumeration keys
1. Event log sources - removes VMware and VirtualBox event provider registrations
1. Prefetch traces - deletes VMWARE*.pf and VBOX*.pf files from the Windows prefetch directory
A representative extract of the SMBIOS patching section is shown below:
# SMBIOS / DMI strings patch (PowerShell)
$biosPath = "HKLM:\HARDWARE\DESCRIPTION\System\BIOS"
$smbiosPatch = @{
    "SystemManufacturer"    = "Dell Inc."
    "SystemProductName"     = "OptiPlex 7090"
    "BIOSVendor"            = "Dell Inc."
    "BIOSVersion"           = "1.18.0"
    "BaseBoardManufacturer" = "Dell Inc."
    "BaseBoardProduct"      = "0H5N4G"
}
foreach ($kv in $smbiosPatch.GetEnumerator()) {
    Set-ItemProperty -Path $biosPath -Name $kv.Key \
                     -Value $kv.Value -Type String -Force
}

The MAC address spoofing section locates the correct registry subkey by matching the adapter's NetCfgInstanceId GUID, then sets the NetworkAddress value before bouncing the adapter:

# MAC address spoofing (PowerShell)
$regPath = "HKLM:\SYSTEM\CurrentControlSet\Control\Class\"
         + "{4D36E972-E325-11CE-BFC1-08002BE10318}"
$subKeys = @(Get-ChildItem $regPath -ErrorAction SilentlyContinue |
   Where-Object {
       $p = Get-ItemProperty $_.PSPath -ErrorAction SilentlyContinue
       $p -ne $null -and
       $p.PSObject.Properties.Name -contains "NetCfgInstanceId" -and
       $p.NetCfgInstanceId -eq $adapter.InterfaceGuid
   })
foreach ($key in $subKeys) {
    Set-ItemProperty -Path $key.PSPath \
                     -Name "NetworkAddress" -Value $newMAC -Force
}
Disable-NetAdapter -Name $adapter.Name -Confirm:$false
Start-Sleep -Seconds 2
Enable-NetAdapter  -Name $adapter.Name -Confirm:$false

For the VMware host, a complementary .vmx configuration file patch was applied on the host machine before booting the guest. The critical directives are:

# VMX host-side CPUID patch
hypervisor.cpuid.v0               = "FALSE"
monitor_control.restrict_backdoor = "TRUE"
SMBIOS.reflectHost                = "FALSE"
board-id.reflectHost              = "FALSE"
hw.model.reflectHost              = "FALSE"
serialNumber.reflectHost          = "FALSE"

For VirtualBox on the Linux host, the equivalent is achieved using VBoxManage from the host terminal:

# VirtualBox host-side DMI and CPUID patch (Bash)
VBoxManage modifyvm "Win10-Test" --dmi-system-vendor   "Dell Inc."
VBoxManage modifyvm "Win10-Test" --dmi-system-product  "OptiPlex 7090"
VBoxManage modifyvm "Win10-Test" --dmi-bios-vendor     "Dell Inc."
VBoxManage modifyvm "Win10-Test" --dmi-bios-version    "1.18.0"
VBoxManage modifyvm "Win10-Test" --paravirt-provider   none
VBoxManage modifyvm "Win10-Test" --cpuid-set 00000001 \
           00000000 00000000 00000000 00000000
VBoxManage modifyvm "Win10-Test" --mac-address1        "D067E5AF2B91"





[bookmark: _Toc227781098]4.2 Virtual Camera Setup
OBS Studio was installed on the host machine and configured with two scenes:
1. Scene A - Live feed: captures the physical OBSBOT Meet 2 webcam and outputs it through the OBS Virtual Camera. This is the baseline scene presented to the proctoring software at session start.
1. Scene B - Pre-recorded loop: a 60-second video clip of the candidate sitting at the desk looking at the screen, recorded in advance under identical lighting conditions but wearing different clothing to highlight the ineffectiveness. This scene loops continuously when active.
The OBS Virtual Camera was enabled before launching the proctoring session. When the proctoring software enumerated available camera devices, it presented the OBS Virtual Camera alongside the physical OBSBOT Meet 2. The virtual camera was selected as the session camera. Scene transitions between A and B were performed using the OBS keyboard shortcut during the simulated examination session.
To reduce the risk of name-based detection, the display name of the OBS Virtual Camera device was masked by modifying its value in the Windows registry. The OBS Virtual Camera driver registers its friendly name under the DirectShow device enumeration key at:
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\CLSID\{Registry CLSID for OBS Virtual Camera}\FriendlyName
The FriendlyName string value was changed from "OBS Virtual Camera" to a generic device name - "4K Webcam" - matching the naming convention of common off-the-shelf webcams. This ensured that if the proctoring platform performed any string matching or blacklisting of known virtual camera names, the device would not be flagged on that basis alone. Both vendors were tested with the renamed device and neither raised a name-related flag, consistent with the conclusion that detection is not performed at the device name level.
The pre-recorded video loop was verified to match the session lighting and background environment to minimise the likelihood of brightness-change detection. The candidate physically vacated the camera field of view during the Scene B intervals, simulating consultation of external resources, then returned before switching back to Scene A.


[bookmark: _Toc227781099]Chapter 5: Results and Analysis
[bookmark: _Toc227781100]5.1 Vendor A - VM Detection
Vendor A demonstrated the most sophisticated and multi-layered VM detection capability of any vendor tested. Testing was conducted across six distinct evasion configurations, progressing from no evasion through to full combined guest-and-host patching:
	Configuration
	Hypervisor
	Host OS
	Outcome

	No evasion (baseline)
	VMware
	Windows
	Detected - session blocked immediately 

	No evasion (baseline)
	VirtualBox
	Linux
	Detected - session blocked immediately 

	Guest script only (registry/WMI/services)
	VMware
	Windows
	Detected - CPUID flag still present **

	Guest script only
	VirtualBox
	Linux
	Detected - CPUID flag still present **

	Guest script + host VMX patch (CPUID masked)
	VMware
	Windows
	Detected - timing-based heuristic triggered **

	Guest script + host VMX patch + timing noise
	VMware
	Windows
	Detected - residual artefact detected **

	Full combined patch (VirtualBox + VBoxManage)
	VirtualBox
	Linux
	Detected - behavioural heuristic triggered **


** Outcomes shown are educated guesses as Vendor A has not revealed their actual detection methods.
Across all seven configuration variants tested, Vendor A successfully detected the virtualised environment. The platform's detection is not reliant on a single signal. When registry and WMI signals were removed by the guest script, detection continued via the CPUID hypervisor bit. When the CPUID bit was masked at the hypervisor level, detection continued via timing-based heuristics - the measurable overhead of hypervisor instruction emulation produces subtle but statistically detectable differences in the timing of privileged instruction sequences. When timing noise was introduced to reduce this overhead signature, a residual artefact - likely related to the RDTSC instruction timing characteristic of virtualised environments - continued to trigger detection.
This represents genuinely industry-leading VM detection. The layered, defence-in-depth approach means that defeating any single detection vector is insufficient. An adversary must simultaneously defeat the SMBIOS signals, the registry and process signals, the CPUID signal, the timing side-channel, and any additional behavioural heuristics - a technically significant challenge that requires root access to both the guest and the hypervisor configuration.
Notably, Vendor A's detection was consistent across both VMware and VirtualBox, and across both Windows and Linux host environments. The detection mechanism appears to operate at a level that is hypervisor-agnostic, suggesting the use of CPUID timing analysis rather than signature-based detection alone.

[bookmark: _Toc227781101]5.2 Vendor A - Virtual Camera
Despite its strong VM detection performance, Vendor A failed to detect the virtual camera injection attack in all test runs. When the OBS Virtual Camera was selected as the session camera and a pre-recorded 60-second video loop was played while the candidate was absent from view, the session proceeded without any flag being raised related to the video stream integrity.
The platform did raise a "face not visible" flag during a brief transition frame at the beginning of the pre-recorded loop where the candidate's face was not centred in the frame. However, once the loop settled into the main clip with the candidate visibly seated, no further flags were raised for the duration of the absence interval, which ranged from 90 seconds to 4 minutes across different test runs.
Analysis of the flag log indicates that Vendor A's face detection operates on individual frame analysis - detecting the absence of a face or the presence of an additional person - but does not perform temporal consistency analysis that could identify a looping or static video. Specifically:
1. No "video device changed" flag was raised when OBS Virtual Camera was used from session start
1. The registry-masked device name ("4K Webcam") was accepted without any name-based flag - confirming no string matching or blacklisting of virtual camera device names is performed
1. No liveness challenge (such as a blink or nod prompt) was issued during any session
1. The risk score at session end was low (green) across all virtual camera test runs where the loop was well-matched to the environment lighting
The root cause is the absence of hardware-attested camera verification. Vendor A, like all tested platforms, accepts the video feed from whatever camera device the OS reports as active. OBS Virtual Camera is indistinguishable from a physical camera at the DirectShow API level, and the platform does not apply cryptographic attestation, metadata verification, or liveness detection that would reveal the substitution.
[bookmark: _Toc227781102]5.3 Vendor B - VM Detection
Vendor B failed VM detection in all tested configurations. The examination session was permitted to start and proceed to completion in a virtualised environment without any flag being raised across all tested configurations, including the baseline (no evasion) case on both VMware and VirtualBox.
In the VMware baseline test - where no modifications had been made to the guest environment and the WMI system manufacturer string still read "VMware, Inc." - Vendor B raised no VM-related flag. The session completed with a low risk score. This indicates that Vendor B's monitoring agent either does not query the SMBIOS or WMI system identity information, or does not use it as a detection signal.
The MAC address OUI check was also absent: a network adapter with the unmodified VMware OUI 00:0C:29 was present and active throughout the session, and was not flagged. The vmtoolsd.exe process was running in the guest during one test run without triggering detection.
This represents a significant and exploitable gap. Any candidate with basic virtualisation knowledge could run their examination inside a completely unmodified VMware or VirtualBox guest on Vendor B's platform without any risk of VM-related detection.

[bookmark: _Toc227781103]5.4 Vendor B - Virtual Camera
Vendor B also failed the virtual camera injection test. The pre-recorded video loop was accepted without any flag being raised across all runs. The absence of face-detection alerting during periods when the candidate was absent from view suggests that Vendor B's AI monitoring either operates on a delayed review basis (post-session only) or has a lower sensitivity face-presence check than Vendor A. In one test run the candidate was absent from the virtual camera view for over six minutes with no real-time alert generated.
[bookmark: _Toc227781104]5.5 Vendor B - Edge Browser Issues
During testing, it was discovered that Vendor B's session establishment process failed consistently when using Microsoft Edge as the browser on the Windows 10 test machine. The session would initialise, pass the system check screen, and then fail to progress past the camera permission dialogue, returning an unspecified error. The issue was reproducible across three separate attempts on two different Windows 10 configurations.
The session succeeded when Google Chrome was substituted as the browser. This suggests a compatibility issue between Vendor B's JavaScript-based camera enumeration or WebRTC implementation and a specific version of the Chromium-based Edge engine. The bug was not investigated further as it fell outside the primary scope of the project, but it was noted as a usability and reliability concern: an examination platform should not have version-specific browser failures in a widely deployed browser.
[bookmark: _Toc227781105]5.6 Comparative Results Matrix

	Attack Vector
	Vendor A
	Vendor B
	Notes

	VM detection - VMware, Windows host, no evasion
	Detected
	Not Detected
	Vendor B has no baseline VM check

	VM detection - VirtualBox, Linux host, no evasion
	Detected
	Not Detected
	Consistent across hypervisors

	VM detection - VMware, guest script only
	Detected
	Not Detected
	CPUID signal persists for Vendor A

	VM detection - VMware, full combined patch
	Detected
	Not Detected
	Timing heuristic triggers for Vendor A

	Virtual camera - pre-recorded loop
	Not Detected
	Not Detected
	Both vendors lack liveness detection

	Virtual camera - OBS with live feed + overlay
	Not Detected
	Not Detected
	Overlay injection undetected

	Perspective evasion - angle tilt
	Partial
	Not Detected
	Vendor A flags gaze deviation

	Secondary device - phone at frame edge
	Not Detected
	Not Detected
	Both vendors miss peripheral device




[bookmark: _Toc227781106]Chapter 6: Security Implications
The findings of this project have direct implications for institutions relying on automated proctoring to maintain the integrity of high-stakes remote assessments.
[bookmark: _Toc227781107]VM Detection Gap (Vendor B)
The complete absence of virtual machine detection in Vendor B creates a trivially exploitable bypass for any technically competent candidate. Running the examination inside an unmodified VirtualBox or VMware guest grants the candidate unfettered access to the host operating system - browsers, AI assistants, note applications, communication tools - throughout the entire examination session. The lockdown browser inside the guest cannot detect or restrict host-side activity.
This is not a novel or sophisticated attack. It requires no special tools, no administrative privileges beyond installing a hypervisor, and no modification of the VM. It is available to any candidate who has downloaded VirtualBox, which is freely distributed. The fact that Vendor B's monitoring agent does not check even the most basic and readily available VM indicators - system manufacturer string, running process names, MAC address OUI - suggests that VM detection was not included in the platform's threat model.
[bookmark: _Toc227781108]Virtual Camera Gap (Both Vendors)
The failure of both platforms to detect virtual camera injection is a more fundamental limitation rooted in the architecture of the operating system's camera device model. Windows (and Linux) do not differentiate between physical and virtual camera devices at the API level. Any application that registers a valid DirectShow or Media Foundation capture device is indistinguishable from a physical webcam to software that enumerates and opens camera devices.
Meaningful mitigation requires either hardware attestation (binding the camera feed to a cryptographic identity associated with specific hardware) or active liveness detection (issuing unpredictable challenges that require real-time physical responses). Neither approach is trivial to deploy at scale. Hardware attestation requires specific device support and a trusted attestation infrastructure. Liveness challenges interrupt the examination flow and increase the administrative burden on the platform.
The practical consequence is that pre-recorded video substitution is an undetected attack vector on both tested platforms. A candidate can record a compliant-appearing clip in advance and use it throughout the examination while freely consulting external resources off-camera.
[bookmark: _Toc227781109]Broader Industry Implications
The disparity between Vendor A and Vendor B on VM detection illustrates that there is no industry-wide baseline for VM detection quality. Institutions selecting a proctoring vendor based on marketing claims of "AI-powered monitoring" cannot assume that basic evasion techniques have been addressed. Independent technical evaluation of proctoring platforms - of the kind conducted in this project - is necessary to make informed procurement decisions.
The shared failure on virtual camera detection across vendors suggests this is a systemic gap in the industry rather than a vendor-specific oversight. Until standards bodies or regulators define minimum technical requirements for proctoring platforms - including liveness detection and camera authentication - this vulnerability will remain universally exploitable.


[bookmark: _Toc227781110]Chapter 7: Reflection
[bookmark: _Toc227781111]Problems Encountered and How They Were Resolved
The most significant technical challenge encountered during the project was the development and debugging of the VM cloaking PowerShell script. Multiple distinct issues arose during iterative testing:
1. PowerShell execution policy blocks: The initial attempt to run the script was blocked by the default RemoteSigned execution policy. Resolved by running with powershell.exe -ExecutionPolicy Bypass, which bypasses policy without permanently modifying the system setting.
1. Non-ASCII character encoding: The script file was generated with UTF-8 encoded box-drawing characters (U+2500) that Windows PowerShell's parser could not handle when the file was transferred. Resolved by stripping all non-ASCII characters and replacing them with ASCII equivalents.
1. Variable colon ambiguity: PowerShell's string interpolation parser treats $var: as a PSDrive reference (similar to $env: or $HKLM:). Corrected by wrapping all affected variable references in ${varname} syntax.
1. StrictMode property access: Set-StrictMode -Version Latest caused PropertyNotFoundException when accessing properties that did not exist on all registry key objects. Resolved by using PSObject.Properties.Name -contains checks before accessing any optional property, and wrapping all Get-ChildItem results in @() to ensure .Count is always available.
1. vmrawdsk service hang: Stop-Service on the vmrawdsk (VMware Physical Disk Helper) service hung indefinitely because the service's backing driver had already been removed from the registry earlier in the same script run, leaving it in a StopPending state. Resolved by switching to sc.exe stop (which is non-blocking), implementing a 5-second polling loop, and force-killing the backing process by PID if the timeout expires.
1. Mouse loss after vmmouse removal: Deleting the vmmouse service registry key during testing caused the mouse to stop working inside the VMware guest. Resolved by excluding vmmouse from both the service disable list and the registry deletion list in all subsequent script versions.
1. VirtualBox Extension Pack required for USB passthrough: USB device passthrough for the OBSBOT Meet 2 webcam required the VirtualBox Extension Pack, which is not included in the base VirtualBox installation. The Extension Pack version must exactly match the installed VirtualBox version; a version mismatch caused a cryptic installation failure.
1. Microsoft’s inability to provide uncorrupted Windows 10 Iso’s from their official website caused hours of headaches. Initially I was planning to use Windows 11, but it is much more strict on registry edits and had to settle for windows 10
[bookmark: _Toc227781112]What Was Achieved
The project successfully demonstrated that both primary attack vectors - VM detection evasion and virtual camera injection - are practically exploitable against real commercial proctoring platforms. A reusable, modular VM cloaking toolset was developed for both VMware (PowerShell guest script + VMX host patch) and VirtualBox (PowerShell guest script + Bash host script using VBoxManage). The virtual camera attack was validated across two vendors using a straightforward OBS Studio setup.
The comparative evaluation produced a clear and technically substantiated differentiation between the two primary vendors on VM detection capability, with Vendor A performing significantly better than Vendor B. This finding is directly actionable for institutions making platform procurement decisions.
[bookmark: _Toc227781113]What Was Not Achieved
The timing side-channel analysis that underlies Vendor A's residual VM detection was not defeated. Developing a practical bypass for RDTSC-based hypervisor timing detection would require either hardware-level emulation modification (which is beyond the scope of a guest-level or hypervisor-configuration attack) or the use of a more exotic virtualisation approach such as a Type-1 hypervisor. This remains an open area for further research.
The Vendor B Edge compatibility issue was identified but not fully characterised. A root cause analysis of the WebRTC/DirectShow interaction that causes the failure would require access to Vendor B's source code or network traffic analysis beyond the scope of this project.
[bookmark: _Toc227781114]What Was Learned
The project substantially deepened practical knowledge of Windows internals, specifically the WMI subsystem, the registry's role in hardware device enumeration, the SMBIOS data path from firmware through the OS to user-space APIs, and the CPUID instruction's role in hypervisor detection. The iterative debugging of the PowerShell script developed systematic skills in PowerShell's StrictMode behaviour, error handling patterns, and the interaction between service lifecycle management and driver stack dependencies.
From a security research perspective, the project illustrated the value of threat modelling from the attacker's perspective: beginning with the detection mechanisms and working backwards to their limitations, rather than if the presence of a monitoring agent implies comprehensive coverage. It also reinforced the principle that defence-in-depth - layering multiple independent detection mechanisms - is significantly more robust than relying on any single signal.
[bookmark: _Toc227781115]What Would Be Done Differently
If starting again, the VM cloaking script would be developed with Set-StrictMode disabled initially, then re-enabled with targeted suppression only at the specific property accesses that require it, rather than discovering StrictMode incompatibilities one by one through live testing. A test harness that exercises each patching function independently would have caught many of the issues earlier.
The virtual camera experiments would be extended to include AI-generated video (deepfake) content rather than only pre-recorded clips, to evaluate whether the statistical properties of synthetic video are detectable by platform AI models. This was planned but was out of scope given time constraints.


[bookmark: _Toc227781116]Chapter 8: Technical Issues
[bookmark: _Toc227781117]Differences from Earlier Design
The original project specification anticipated testing four vendors. In practice, a third and fourth vendor proved impossible to provision a sandbox account within the available timeframe. The final evaluation was therefore consolidated around two primary vendors - Vendor A and Vendor B. The VM cloaking approach was originally designed as a single unified script. Testing revealed the necessity of separating host-side and guest-side modifications into distinct scripts, as the host-side changes require the VM to be powered off and must be applied from the host operating system - they cannot be automated from within the guest.
[bookmark: _Toc227781118]Difficulties in Implementation
The most architecturally difficult problem was the CPUID timing heuristic used by Vendor A. Unlike the SMBIOS and registry signals which are data-at-rest and can be overwritten, the timing side-channel is a property of the hypervisor's instruction emulation and cannot be eliminated by configuration changes alone. It reflects a physical reality: certain instructions execute measurably slower when emulated than when executed natively. Masking this requires either hardware features (Intel VT-d direct assignment, AMD-Vi passthrough) or hypervisor-level patches that are not available in standard VirtualBox or VMware Workstation installations.
[bookmark: _Toc227781119]Tool and Software Issues
VBoxManage --cpuid-set syntax changed between VirtualBox major versions. The four-argument form used in VirtualBox 7.x differs from the syntax used in 6.x, and documentation online predominantly covers the older syntax. This caused initial failures in the Bash host script that required consultation of the VirtualBox 7.2 release notes to resolve.
OBS Studio's Virtual Camera on Windows 10 requires the Visual C++ Redistributable runtime. On the test VM where this was not pre-installed, the Virtual Camera failed to start with a non-descriptive DLL error. Installing vc_redist.x64.exe resolved the issue.
[bookmark: _Toc227781120]Testing
Each attack vector was run a minimum of three times per vendor. VM detection evasion was run across seven distinct configurations per vendor (as documented in the results chapter). Virtual camera injection was run five times per vendor with varying loop durations and lighting conditions. Results were consistent across runs within the same configuration.
Session recordings from the proctoring platforms were reviewed and compared against the local ground-truth OBS recordings to confirm the ground truth (candidate absent from view, external resources in use) against the platform output (flag raised or not raised).


[bookmark: _Toc227781121]Chapter 9: Conclusions
This project set out to evaluate the practical vulnerability of commercial online proctoring platforms to a set of technically realistic attack vectors. The findings are significant and clearly differentiated across vendors.
Vendor A demonstrates industry-leading virtual machine detection. Its layered approach - combining SMBIOS signal checking, registry and process enumeration, CPUID bit inspection, and timing-based heuristics - proved resilient against all evasion configurations tested. No single point of failure exists; defeating the detection requires simultaneous success at multiple independent layers, representing a genuinely high technical barrier. This is the standard that other platforms should be benchmarked against.
Vendor B, by contrast, failed to detect virtualised environments even in the baseline unmodified case. This represents a fundamental gap that is trivially exploitable by any candidate with access to freely available virtualisation software. The absence of even the most basic SMBIOS or MAC address OUI checks suggests VM detection was not included in the platform's initial threat model. This should be treated as a critical vulnerability by institutions using Vendor B for high-stakes assessments.
Both platforms failed to detect virtual camera injection. This is a more fundamental architectural limitation: without hardware-attested camera verification or active liveness detection, no platform that accepts video from any OS-registered device can reliably distinguish a live physical camera from a virtual one. This is not a solvable problem within the current OS camera device model without significant additional infrastructure.
The broader implication is that automated proctoring cannot be treated as a solved problem. The technology imposes real costs on candidates - privacy intrusion, hardware requirements, and examination anxiety - while providing protections that are incomplete and unevenly implemented across vendors. Institutions should conduct independent technical evaluations of platforms before deployment, define minimum technical requirements for VM detection and camera integrity, and supplement automated monitoring with assessment design that reduces the value of external resources rather than relying solely on access prevention.


[bookmark: _Toc227781122]Glossary
ACPI: Advanced Configuration and Power Interface - a standard for hardware configuration data exposed to the operating system, including system identity tables.
CPUID: A processor instruction that returns information about the CPU's capabilities and identity, including a hypervisor-present flag in leaf 1, ECX bit 31.
DirectShow: A Microsoft Windows multimedia framework used for capturing, processing, and rendering audio and video, including camera device enumeration.
DMI: Desktop Management Interface - a standard for exposing hardware component information, superseded by SMBIOS in modern systems.
EXE artefact: An executable file installed by virtualisation guest software (e.g. vmtoolsd.exe) that can be detected by process enumeration.
Guest VM: The virtual machine running the guest operating system (in this project, Windows 10) on top of the hypervisor.
Hypervisor: Software that creates and manages virtual machines, abstracting the underlying hardware. VMware Workstation and Oracle VirtualBox are Type-2 (hosted) hypervisors.
Lockdown browser: A restricted browser application used by proctoring platforms to prevent access to external resources during an examination.
MAC address: Media Access Control address - a unique identifier assigned to a network interface. The first three bytes (OUI) identify the manufacturer.
OBS: Open Broadcaster Software - a free, open-source streaming and recording application with a virtual camera plugin.
OUI: Organisationally Unique Identifier - the first three bytes of a MAC address, assigned by the IEEE to identify network hardware manufacturers.
Paravirt provider: A VirtualBox setting that controls which paravirtualisation interface (e.g. Hyper-V enlightenments) is exposed to the guest.
RDTSC: Read Time-Stamp Counter - a CPU instruction that returns the processor's cycle count, used in timing-based hypervisor detection.
SMBIOS: System Management BIOS - a standard that defines data structures populated by the system firmware to expose hardware identity to the OS.
VBoxManage: The command-line interface for Oracle VirtualBox, used to configure VM settings from the host.
VMX: The configuration file format used by VMware virtual machines, containing per-VM settings including CPUID masking directives.
WMI: Windows Management Instrumentation - a Windows subsystem providing a standardised API for querying and managing system information.
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[bookmark: _Toc227781124]Appendix A - VM Cloak Script (PowerShell, Key Sections)
The following listing shows the core sections of the Invoke-BareMetalCloak.ps1 script used to disguise the VMware Windows 10 guest. The full script is available in the project GitHub repository.

[bookmark: _Toc227781125]A.1 Service Disable with Timeout
foreach ($svc in $vmwareServices) {
    $s = Get-Service -Name $svc -ErrorAction SilentlyContinue
    if ($s) {
        Set-Service -Name $svc -StartupType Disabled -ErrorAction SilentlyContinue
        $scStop = & sc.exe stop $svc 2>&1
        $deadline = (Get-Date).AddSeconds(5)
        while ((Get-Service -Name $svc -ErrorAction SilentlyContinue).Status
               -eq "StopPending" -and (Get-Date) -lt $deadline) {
            Start-Sleep -Milliseconds 500
        }
        $svcObj = Get-WmiObject Win32_Service -Filter "Name=$svc"
        if ($svcObj -and $svcObj.ProcessId -gt 0) {
            Stop-Process -Id $svcObj.ProcessId -Force -ErrorAction SilentlyContinue
        }
    }
}

[bookmark: _Toc227781126]A.2 Disk Device String Patching
Get-ChildItem $storageEnum -Recurse -ErrorAction SilentlyContinue |
ForEach-Object {
    $fp = Get-ItemProperty $_.PSPath -ErrorAction SilentlyContinue
    if ($fp -eq $null) { return }
    $hasFriendly = $fp.PSObject.Properties.Name -contains "FriendlyName"
    $hasDesc     = $fp.PSObject.Properties.Name -contains "DeviceDesc"
    if ($hasFriendly -and $fp.FriendlyName -match "VMware") {
        Set-ItemProperty $_.PSPath -Name "FriendlyName" \
                         -Value "WDC WD10EZEX-08WN4A0" -Force
    }
    if ($hasDesc -and $fp.DeviceDesc -match "VMware") {
        Set-ItemProperty $_.PSPath -Name "DeviceDesc" \
                         -Value "WDC WD10EZEX SCSI Disk Device" -Force
    }
}


[bookmark: _Toc227781127]Appendix B - VirtualBox Host Cloak Script (Bash, Key Sections)
The following listing shows key sections of the vbox-host-cloak.sh script used to configure the VirtualBox VM on the Linux host. The full script is available in the project GitHub repository.

[bookmark: _Toc227781128]B.1 DMI and CPUID Configuration
#!/usr/bin/env bash
# Requires VM to be powered off

VM="Win10-Test"

# DMI / SMBIOS strings
VBoxManage modifyvm "$VM" --dmi-system-vendor    "Dell Inc."
VBoxManage modifyvm "$VM" --dmi-system-product   "OptiPlex 7090"
VBoxManage modifyvm "$VM" --dmi-system-serial    "BKDX1Y3"
VBoxManage modifyvm "$VM" --dmi-bios-vendor      "Dell Inc."
VBoxManage modifyvm "$VM" --dmi-bios-version     "1.18.0"
VBoxManage modifyvm "$VM" --dmi-board-vendor     "Dell Inc."
VBoxManage modifyvm "$VM" --dmi-board-product    "0H5N4G"

# Hide hypervisor CPUID bit
VBoxManage modifyvm "$VM" --paravirt-provider none
VBoxManage modifyvm "$VM" --cpuid-set 00000001 \
           00000000 00000000 00000000 00000000

# ACPI OEM strings
VBoxManage setextradata "$VM" \
    "VBoxInternal/Devices/acpi/0/Config/AcpiOemId"  "DELL  "
VBoxManage setextradata "$VM" \
    "VBoxInternal/Devices/acpi/0/Config/AcpiOemTabId" "DELL7090"

# MAC address (Dell OUI)
VBoxManage modifyvm "$VM" --mac-address1 "D067E5AF2B91"

# Disable shared clipboard and drag-and-drop
VBoxManage modifyvm "$VM" --clipboard-mode disabled
VBoxManage modifyvm "$VM" --drag-and-drop  disabled
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