Project Specification – Zero Trust Policy Recommender for Azure

Project Introduction
In the internet based world that we live in today, more organizations are moving their operations to cloud platforms like Microsoft Azure. While the cloud offers flexibility and scalability, it also increases the risk of security breaches caused by misconfigurations or weak access controls.
This project focuses on addressing this challenge by applying a Zero Trust approach, a modern security model that assumes no user, device, or network should ever be automatically trusted. Instead, every access request must be verified, regardless of whether it originates inside or outside the organization.

The project aims to create a tool that helps users identify and understand potential weaknesses in their cloud configurations and recommends ways to improve them using Zero Trust principles. The outcome will support IT students and professionals in learning how to design and maintain secure cloud environments.

Project Definition
This project will design and develop a Zero Trust Policy Recommender Tool for Microsoft Azure. The tool will analyse cloud configurations and highlight areas that do not align with the core principles of Zero Trust security. It will then provide clear, written recommendations on how to improve those configurations.

The recommender focuses on guidance and education, not just technical analysis. It aims to bridge the gap between understanding cloud security theory and applying it to real-world scenarios.






Project Deliverables
	Deliverable
	Description
	Type

	1. Azure Scanning Script
	A Python-based program that connects to Azure and retrieves configuration details.
	Application / Script

	2. Zero Trust Policy Engine
	Logic that evaluates configurations against key Zero Trust principles (e.g., MFA, access controls, network segmentation).
	Application Component

	3. Recommendation Report
	A summary document or console output showing identified risks and suggested improvements.
	Document / Output File

	4. Bicep Snippet Generator
	Produces Infrastructure-as-Code (IaC) snippets that reflect secure configurations.
	Script / Configuration File

	5. Web-Based Report Viewer (Optional)
	A simple webpage to display findings in a visual format.
	Application

	6. Project Report
	Final written report describing the design, development, and evaluation of the project.
	Document



Target Users

The tool is intended for:
· IT students and researchers learning about cloud and cybersecurity principles.
· System administrators or educators who want to demonstrate the impact of poor cloud security configurations.
· Organizations or teams seeking an educational resource for improving their understanding of Zero Trust security practices in Azure.

This tool is not designed to compete with existing enterprise solutions, but to provide a learning and advisory platform for understanding and applying Zero Trust concepts in a practical way.

Metrics for Success

· The tool identifies at least five core Zero Trust-related misconfigurations (e.g., open ports, missing MFA, public storage).
· Recommendations are clear, actionable, and verifiable through testing in an Azure lab environment.
· Demonstrates effective integration with Azure’s native Infrastructure-as-Code tools (Bicep/ARM).
· Achieves a measurable improvement in a security “score” after recommendations are applied.
· Completes all core deliverables as defined above.








Precedent and Differentiation

While Azure provides built-in monitoring and compliance features, such as Microsoft Defender for Cloud, these tools are often designed for ongoing enterprise security management.
This project differs in that it focuses on education, transparency, and recommendation clarity — explaining why a configuration is risky and how to fix it in a simple and understandable way.

The tool acts as a learning aid and advisory recommender, rather than a compliance or enterprise automation system.

Requirements

Software:
· Microsoft Azure (Student Subscription
· Visual Studio Code
· Python 3.10 or later
· Azure SDKs for Python (azure-identity, azure-mgmt-network, etc.)
· Azure CLI / Bicep CLI
· GitHub for version control

Major 	Milestones (Draft Timeline)
	Milestone
	Description

	Planning & Setup
	Define scope, research Zero Trust principles, and set up Azure lab.

	Data Collection
	Develop Python scripts to retrieve Azure resource data.

	Analysis & Recommendations
	Implement the Zero Trust rule engine and produce recommendations.

	IaC Integration
	Integrate Bicep/ARM IaC snippets for configuration fixes.

	Testing & Documentation
	Validate results, finalize documentation, and prepare demo.



