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[bookmark: _Toc215756110]Abstract
This research report investigates the areas that are most important for the development of this final project, which is a tool that checks an Azure environment and gives simple, clear Zero Trust recommendations. The main focus is on three main topics: cloud misconfigurations, modern security approaches like Zero Trust, and Microsoft Azure’s own built-in tools and services.
The below research shows that many cloud breaches happen because of small and avoidable mistakes, and therefore that Zero Trust can help reduce the impact of these issues by making sure nothing is trusted automatically. The next three key points of interests are Azure’s security features, Python automation, and Infrastructure as Code. The investigation shapes the design of the project and builds understanding on how to test it properly. The goal is to make cloud security more understandable for beginners while still following industry standards.
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· Zero Trust – A security model based on not trusting anything by default and continuously verifying users, devices, and actions.
· Misconfiguration – An incorrect or insecure setting in a cloud resource that can expose data or systems.
· MFA (Multi-Factor Authentication) – Extra authentication step requiring something beyond a password, like a phone app or code.
· NSG (Network Security Group) – A set of firewall rules that control inbound and outbound network traffic in Azure.
· Azure Active Directory (Azure AD) – Microsoft’s cloud identity service used for managing users, roles and authentication.
· Least Privilege – A Zero Trust principle where users only have the minimum access required for their job.
· ARM Template – A JSON-based Azure Resource Manager file used to define infrastructure as code.
· Bicep – A simpler language that generates ARM templates, used for Infrastructure as Code in Azure.
· Python SDK (Azure SDK) – Python libraries used to interact with Azure services programmatically.
· Virtual Machine (VM) – A virtualized computer inside Azure that runs an operating system and applications.
· Cloud Misconfiguration – Any incorrect cloud setup that creates security weaknesses (e.g., open ports, public storage).
· Role-Based Access Control (RBAC) – System that controls who can access what resources in Azure.
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Most companies nowadays use cloud-based infrastructure. When the company system is moved over into the cloud, they achieve a high level of security  convenience, but simultaneously there is a huge number of settings to keep track of. The main issue with this, is how easy it is to set something up the wrong way, without noticing. A single open port or the wrong permission left on a user account can end up giving people access that they were never meant to have (IBM Security, 2025, p. 9). Many examples exist online where companies had their information leaked simply because one individual left a config misconfigured (IBM Security, 2025, p. 7). According to IBM’s 2025 Data Breach Report, misconfigurations are one of the most common causes of cloud breaches (IBM Security, 2025, p. 5).
This is one of the reasons why the focus is on “Zero Trust” for this project. Zero Trust, in short, means no users are to be trusted automatically. Every user and every device needs to prove who they are each time they connect (Microsoft, 2023, p. 2) (Cybersecurity and Infrastructure Security Agency CISA, 2023, p. 6) (National Institute of Standards and Technology NIST, 2020, p. 3). It sounds strict, but when it is put into consideration on how many attacks come from stolen passwords or accounts that are no longer monitored, it makes sense (IBM Security, 2025, p. 27). Microsoft also describes Zero Trust as a model based on continuous verification instead of trusting networks by default.
The whole focus of this project is on Azure, mostly because it is what is used in the University and due to the fact that it is a common platform for businesses. The idea is to build a simple tool that takes an Azure setup, checks it, and then points out things that do not follow Zero Trust ideas. The goal for the tool is to explain why something is risky, give clear suggestions and to help someone who is still learning about cloud security. 
















[bookmark: _Toc215756113]Cloud Security and Misconfigurations
Cloud systems are huge and always changing. Azure has an enormous number of menus, pages, hidden settings, and extra options. Even when admins think that everything is configured correctly, there could be discoveries made later that something was made available to the public. That is actually one of the most common ways data leaks happen (IBM Security, 2025). IBM reports that even small mistakes like this often lead to major incidents because attackers constantly scan the internet for exposed services.
A misconfiguration is something that is set up the wrong way. It still works, but it is not secure. For example, if you create a storage container that is thought to be private, but it is actually public - that is a misconfiguration. These things are very easy to miss, especially for users who are new to Azure.
A lot of the cloud breach reports that were read for this project,  were not complicated hacking attempts (IBM Security, 2025, p. 17). They were usually caused by things like open ports, missing multi factor authentication, or giving a user too many permissions (IBM Security, 2025, p. 9) (IBM Security, 2025, p. 27). CISA and NIST both mention these as high-risk practices that attackers often target first (Cybersecurity and Infrastructure Security Agency CISA, 2023, p. 7) (National Institute of Standards and Technology NIST, 2020, p. 4).
Many cloud scanning tools already exist, however the vast majority of them explain concepts in a very formal or technical tone. They might say something like “Non-compliant with policy rule” without explaining anything else. This project also aims to make these warnings more understandable and more helpful for someone who is learning.
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Zero Trust is a modern way of looking at security. Instead of assuming that the internal network is safe, Zero Trust assumes that anything is a threat until proven otherwise (Microsoft, 2023, p. 1) (Cybersecurity and Infrastructure Security Agency CISA, 2023, p. 5). That means identifying who the user is, what device is being used, where the connection is from, and what is the goal for the connection. NIST explains Zero Trust as treating every request as a potential threat until it passes verification (National Institute of Standards and Technology NIST, 2020, p. 1). 
A simple example for this is as follows - An admin logs in from a country they have never used before. Zero Trust would say that this looks suspicious and ask for extra verification. In older networks, this might have gone unnoticed.
Zero Trust also focuses on giving users only the access they need (Microsoft, 2023, p. 5) (Cybersecurity and Infrastructure Security Agency CISA, 2023, p. 11) (National Institute of Standards and Technology NIST, 2020, p. 4). If a person’s job/role is to upload files, then they should not have the permissions or ability to delete things such as configs, directories and permission groups. If that account ever gets hacked, the damage is limited. This idea is also part of the “least privilege” principle which Microsoft and industry guides recommend.
This idea fits well with cloud platforms, since anyone can log in from anywhere (Microsoft, 2023, p. 3) (Cybersecurity and Infrastructure Security Agency CISA, 2023, p. 4) (National Institute of Standards and Technology NIST, 2020, p. 2). In this project, Zero Trust is not something that is fully enforced, but it is something that is going to be used as a guide (Microsoft, 2023, p. 4). The tool checks for issues that Zero Trust would consider risky, like having no MFA or having broad access rules (Microsoft, 2023, pp. 7-10) (Cybersecurity and Infrastructure Security Agency CISA, 2023, pp. 7, 11-12).
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Azure is Microsoft’s cloud platform. It offers virtual machines, file storage, identity management, and many other features (Microsoft, 2023, p. 1). Because it does so much, the security settings are spread across different services and sections.
Some important parts of Azure security include:
• Azure Active Directory for accounts and login rules
• MFA requirements
• Network Security Groups that control traffic
• Privacy controls for storage
These tools work well, but they can be overwhelming. Defender for Cloud may say things like “High severity alert: non compliant resource,” which does not help someone understand the real problem. Many beginners struggle with this kind of wording because it assumes the individual already know the policy behind it (Microsoft, 2023, p. 6)
The project aims to present the same issues in simpler language. For example:
“This virtual machine has a port open to the internet. Attackers usually scan the internet for open ports and try to access them.”
Explaining it this way may help people understand the risk without needing to know too many technical terms.
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Infrastructure as Code in Azure is usually done through ARM templates or Bicep files. ARM templates are long JSON files that work but can be messy to read. Bicep makes the same idea easier by using a cleaner syntax. (Microsoft, 2023, p. 3)
These files are useful because companies can write down their infrastructure instead of building everything manually (Microsoft, 2023, p. 5). If a mistake is made in the portal, the template can fix it by redeploying the correct settings.
For this project, the  aim is not to automate everything with Bicep, but to understand how it works because a lot of the security issues that the tool finds could be avoided if someone used good IaC practices.
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Python is one of the easiest programming languages when working with Azure. The Azure SDK makes it simple to connect to your account, read settings, and run checks on resources (Microsoft, 2023, p. 1).
A key advantage of Python is that you can write small, simple functions that check individual parts of the environment.
For example:
• Checking if any NSG rules allow public access
• Checking storage accounts for public access
• Checking whether MFA is enforced
• Checking role assignments to make sure users are not too privileged
Python also works well with JSON, which Azure uses a lot (Microsoft, 2023, p. 4). Once the data is in Python, it becomes much easier to analyse.
The language itself also fits the purpose of the project since the code stays easy to read for people who wants to learn how these checks work (Microsoft, 2023, p. 2).
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Azure has strong security tools already. Some of the main ones are:
• Microsoft Defender for Cloud
• Azure Policy
• CIS Benchmark guidance
• Compliance dashboards
These tools are useful, but they are mostly aimed at experienced administrators. They often describe issues with technical language or compliance codes. For example, Azure Policy will often flag issues using formal rule names or internal policy numbers, which is confusing for someone still learning.
The project is different because it focuses on learning and explanation. Some ways it stands out:
• It uses simple language instead of policy codes
• It explains why a configuration is risky
• It gives realistic advice based on Zero Trust ideas
• It is aimed at students or beginners
• It focuses on clarity rather than large scale automation
For example, instead of saying “Resource violates rule ASC-123,” it might say “This account has too many permissions, which increases the damage if someone compromises it.”
The idea is to help people understand the reasoning behind secure cloud setups. 
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Cloud environments are always online, so they are constantly exposed to attacks. Misconfigurations are one of the easiest entry points for attackers because they can be found with simple automated scans (IBM Security, 2025, p. 7)
Zero Trust helps reduce damage even if something goes wrong (Cybersecurity and Infrastructure Security Agency CISA, 2023, p. 4) (National Institute of Standards and Technology NIST, 2020, p. 6). If a password is stolen, Zero Trust limits what the attacker can access (IBM Security, 2025, p. 27) (National Institute of Standards and Technology NIST, 2020, p. 7). If a storage account is accidentally left public, checks that focus on Zero Trust principles will catch it before attackers do.
The project supports these ideas by pointing out risky areas and explaining why they matter. It is not meant to replace Microsoft’s systems. It is meant to help beginners understand and avoid common mistakes early on.
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Because of this research, a clear plan for the tool has been created. It is now known which checks make sense to start with and how to explain the results. One of the next steps is to begin with the easiest risks to detect, such as open NSG rules, public storage, missing MFA, and broad permissions.
The tool will work like this:
1. Connect to Azure
2. Read the environment
3. Look for risky or unusual settings
4. Explain why they might be unsafe
5. Suggest what the user can do
These steps keep the tool simple but useful. As more knowledge is gained, more checks can be added at a later stage. 
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To test the tool, small Azure setups will be made that contain mistakes on purpose. This will allow the testing of the tool, to for example see if it notices these misconfigurations.
Some examples include:
• A virtual machine with an open SSH port
• A storage account with public access
• A user account with no MFA
• A role assignment that gives someone too many permissions
Next, the steps to run the tool will be taken to make sure it finds these problems and explains them clearly. For the final report, screenshots of the results will be taken to show that the tool works.
Later on, testing of combinations of issues will take place to make sure the tool behaves correctly when several problems happen at once.
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Cloud security can be confusing at first, but many of the real issues come from simple mistakes. Zero Trust is a helpful way of thinking because it does not rely on assuming anything is safe. The extensive research proved that Azure has good tools, but they can be hard for beginners to understand.
The project that is being built aims to make cloud security more approachable. It explains risks using simple language and gives advice that makes sense for someone who is learning. It is not built to compete with Microsoft’s systems. It is more like a guide that teaches the basics and avoids common errors.
This research gave the knowledge that is needed to build the next part of the project and has helped understand what checks matter most.
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Step 1 – Connect to Azure
· Authenticate using DefaultAzureCredential
· Access subscription and resource groups
Step 2 – Read Azure Configuration
· Fetch NSGs
· Fetch storage accounts
· Fetch Azure AD users and MFA status
· Fetch role assignments
Step 3 – Evaluate Against Zero Trust Principles
· Is MFA enabled?
· Are any NSG rules open to the internet?
· Are storage accounts private?
· Are user permissions least-privilege?
Step 4 – Generate Recommendations
· Explain the risk in simple language
· Suggest changes (e.g., “close port 22 to internet”)
· Provide Zero Trust reasoning (e.g., least-privilege, verify explicitly)
Step 5 – Output Results
· Display in terminal or export to a text/JSON report
· Optionally: map issues to Azure Bicep fixes (stretch goal)
[bookmark: _Toc215756124]Appendix B – Example Test Environment Setup
· Test Case 1: VM with open SSH port (22) to 0.0.0.0/0
· Test Case 2: Storage account with public access enabled
· Test Case 3: User with no MFA, Member role
· Test Case 4: User with Owner role on entire subscription
· Test Case 5: Disabled or unused user account in Azure AD
Each environment will be deployed manually in Azure and then scanned by the tool.
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