SE Mitigating OWASP Top 10 Risks
TU for Kubernetes with a Cloud-
Native Response Engine
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O1 ) Introduction 02 ) Literature Review 03 ) Research Questions
The OWASP foundation is fundamentally open There are little to no references to OWASP Top 1. How do the existing OWASP Top 10 controls perform with the
source, which means the security community can 10 specific to Kubernetes in peer-reviewed unique security challenges presented by Kubernetes clusters?
contribute findings to the project where they see fit. indexes (eg: IEE Xplore, ACM)

2. What specific vulnerabilities in Kubernetes security do the

When adopting Kubernetes, we introduce new risks Kernel introspection alone cannot ensure existing OWASP Top 10 controls fail to adequately address?
to our containerized apps and infrastructure, that compliance with Kubernetes T10 controls. [2]
wouldn’t always be relevant to traditional Kubernetes Audit logs are required to 3. How can we show that these vulnerabilities can be mitigated
monolithic application architectures. [1] compliment system calls from the Linux kernel. through a cloud-native response engine (in experiments) ?
The OWASP Kubernetes Top 10 is aimed at helping Closed-source technologies cannot aptly 4. How effective is the cloud-native response engine in improving
security practitioners prioritize the top 10 keep up with evolving risk frameworks such as overall Kubernetes security posture?
categorized risks specific to Kubernetes clusters OWASP Top 10 for Kubernetes. [3]

04 ) Methodology

This research adopts a mixed-methods approach, combining both qualitative and quantitative techniques to address the research questions comprehensively.
The rationale behind this approach lies in the multifaceted nature of the research objectives, which require a nuanced understanding of existing security frameworks,
practical experimentation, and empirical analysis.
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05 ) Results/Findings 06 ) Next Steps
1. The OWASP Top 10 framework for Kubernetes is still a long way from maturity. [4] Overall, this dissertation serves as a call to action for greater collaboration,
iInnovation, and community engagement in addressing cybersecurity
2. This research paper has already led to several accepted contributions to the challenges in Kubernetes environments.

OWASP Top 10 project for Kubernetes.
By fostering a culture of continuous improvement and open collaboration,

3. Falco Talon (the response engine for open-source Falco) provides a novel security researchers can collectively work towards a more secure and resilient
approach to enforcing the Top 10 controls in Kubernetes. cloud-native ecosystem.

4. Since YAML is the language of Kubernetes, it makes sense that Falco and Talon By highlighting the Kubernetes Audit Plugin for Falco, we can demonstrate why
should allow detections and response rules be written in the YAML — improving Falco is the de facto standard for cloud-native intrusion detection while
operational efficiency for DevOps engineers. [5] providing public rules to improve security coverage in Kubernetes.
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